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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\ DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

A\ WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\ CAUTION
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will be
used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to property
damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions. Qualified
personnel are those who, based on their training and experience, are capable of identifying risks and avoiding
potential hazards when working with these products/systems.

Proper use of Siemens products

Trademarks

Note the following:

A\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software described.
Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the information in
this publication is reviewed regularly and any necessary corrections are included in subsequent editions.
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Basics

1.1 Overview

Introduction

Services

Operating states

SIMATIC Process Historian is a central archiving system for storing process data, such as
process values and alarms.

The Process Historian uses Microsoft SQL Server 2008 R2 SP1 64 Bit. The Process Historian
archives historical data originating from an PCS 7 operator station (OS) or a WinCC OS or
from SIMATIC BATCH. The data can belong to different PCS 7 or WinCC projects. Access to
the historical data is transparent for the OS clients.

Process Historian employs four services for processing, storing and backing up data:

SIMATIC Process Historian Server
This service implements all functions the server needs to process and store data.

Process Historian Maintenance Service

This service implements all functions that are necessary to maintain the Process Historian
database. The Maintenance Service handles tasks such as starting mirroring, mirror
monitoring, restore functions, maintenance of the transaction log and suchlike.

Process Historian Redundancy Service
This service implements functions that are necessary for data exchange between two
redundant server systems.

Process Historian Discovery Service
This service supports the search for connected Process Historian systems. The Discovery
Service is essential for the functionality of the Process Historian.

You can give the Process Historian the following commands by using the shortcut menu of the
icon in the system tray (information area):

Start
Shut down

Start recovery

Process Historian - Administration
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Basics

1.1 Overview
NOTICE
Disabling the Process Historian server before shutting down
You must disable the Process Historian server before shutting down the computer on which
the Process Historian server is running. There are two options available to you:
- In the start screen of the Process Historian Management Console, select the status "Shut
down".
- In the shortcut menu of the system tray of the Process Historian, select the "Shut down"
command.
The "Inactive" status is displayed.
Overview of operating states
The following table provides an overview of the operating states and the color coding of the
associated icons in the system tray:
Symbol Process Historian operating state Description
Active In the "Active" operating state, the Process Historian ar-

chives data. You can query data from the OS Server or the
Information Server.

- ActiveRecovery In the "ActiveRecovery" operating state, the Process Histor-

\g ian requests data from an OS Server for a recognized period
of inactivity.
The preceding and the subsequent operating state is "Ac-
tive".

- Starting restore This operating state starts "ActiveRecovery".

\:.j

ActiveRecoveryStopping This operating state terminates "ActiveRecovery" and is the

\=

intermediate state between "ActiveRecovery" and "Active".

Y

Deactivated The Process Historian changes to the "Disabled" operating
state in the case of maintenance tasks where access to the
database is limited. The maintenance tasks can include the
creation or the backing up/restoring of segments.

The system is offline in this operating state. Access via the
network is not possible.

Locked The Process Historian server is in the "Locked" state. In this
state, the Process Historian server can no longer be switched
to "Enabled". No more values are archived. Read access to
stored values is possible.

N Deactivate "Deactivate"” is the intermediate state between "Active" and
Y g "Deactivated".
Error The "Error" operating state occurs when an error has been

recognized or when no connection to the SIMATIC Proc-
ess Historian service exists.

Inactive No data are archived in the "Inactive" operating state. In this
operating state, you can carry out updates, maintenance
work to the Process Historian PC or a restart of the PC.

Process Historian - Administration
System Manual, 04/2015, ASE35713921-AA



Basics

1.1 Overview

Symbol

Process Historian operating state

Description

Shut down

The intermediate state between "Active" and "Inactive".

=
£

Starting

The intermediate state between "Inactive" and "Active".

"Locked" state of the Process Historian server

If insufficient disk space is available on a monitored drive, the maintenance service sets the
Process Historian server to the "locked" state.

In this state, the Process Historian server can no longer be set to "Enabled". The maintenance
service can set the Process Historian server to "Enabled" again only when free space has
been increased.

NOTICE

Avoiding the "Locked" state

To ensure enough free space is available for the operation of the Process Historian, regularly
check the currently available space in the "lI/O systems" dashboard.

Determine which automatic mechanisms for reducing the used space can be activated in the
dashboards.

Checking the current space

You can find an overview of your hard disks space in the "I/O systems" dashboard.

Click in "I/O systems" dashboard in the "Available 1/0 subsystems" window on the desired
drive.

The used space is displayed as relative and absolute in a pie chart in the table.

Space monitoring
On the OS, PH-Ready monitors the disk space on the system drive where the cache is located.

On the Process Historian server the maintenance service monitors the disk space on the
following drives:

e System drive
® Drive where the transaction log is located
e All data drives on which the Process Historian database or database segments are located
A warning is sent to WinCC if the following occurs:
® The free space falls below the limit of 100 GB and is less than 20 % of the drive capacity.
The Process Historian server switches to the "Locked" state when the following occurs:
® The free space falls below the limit of 50 GB and is less than 10 % of the drive capacity.
— Hard drive up to 500 GB: Free space < 10 %
— Hard drive larger than 500 GB: Free space < 50 GB

Process Historian - Administration
System Manual, 04/2015, ASE35713921-AA 7
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1.1 Overview

Increasing free space

To put the server back into the "Enabled" state, you must make sufficient free space available.
Options available:

e Put segments offline. This required creating backups of the segments.

® Freeing up space on the drive:
Log files, temporary files and other unnecessary files can be deleted.
Redundancy: Check the size of the transaction log and maybe reduce it (see section
"Redundant system (Page 53)").

® Reduce the number of runtime segments or future segments.
This measure is only effective after segmentation.

See also
Redundant system (Page 53)

Process Historian - Administration
8 System Manual, 04/2015, ASE35713921-AA
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1.2 Data structures

1.2 Data structures

Value sequences

The Process Historian stores each value sequence to be archived and its individual values at
certain points in time with a unique identifier (GUID). The physical location of the individual
values is determined with this identifier. This provides the user with easy access to the values.

To improve performance when archiving a large number of process values and alarms, the
value sequences in the Process Historian can be divided into data groups.

Each data group is assigned a storage location on a shared cluster of physical sources.
e Data group 1 on drive partition 1
e Data group 2 on drive partition 2

® efc.

Note

You can distribute the data groups among the available hard disks in order to influence the
performance and the scaling of the system used. Distribution is carried out using the Wizard
when creating the database.

Partition

The amount of runtime data of a single value sequence to be archived, such as an archive
tag, for example, is not limited and constantly increases.

The entire amount of data that is assigned to an individual value sequence must therefore be
divided into several "partitions" using the time axis.

Data groups are divided into partitions using the time axis.

The following conditions apply to partitions:

e Each partition has a high and low limit for the time period.

e but the high time limit must always be higher than the low one.

® The partitions of a data group should not overlap.

Segment of a runtime database

A segment is a summary of all archive data incurred during a period of time.

Process Historian - Administration
System Manual, 04/2015, ASE35713921-AA 9
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1.2 Data structures

Time axis (t)

A database segment consists of the sum of partitions of all data groups that share the same
high and low time limits. These groups correspond to the limits of the segment.

The difference between the high and low time limit is referred to as "time period" of the database
segment.

Each segment has a unique segment number.
® The start segment, the first segment created in a system, has the number 100,000.

® The segment whose low limit is equal to the high limit of segment n is referred to as segment
lln+1ll.

® The segment whose high limitis equal to the low limit of segment n is referred to as segment
lln_1 ll.

Process Historian - Administration
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1.3 Segmentation
1.3 Segmentation

Introduction

A Process Historian database can process and manage very large volumes of data. The saved
data are split up into segments so that performance is not impaired.

Segments are defined by a time period with a high and low time limit. A segment contains the
amount of data that was recorded during the defined time period.

By default, segments are created with a segment size of one week when the Process Historian
database is created. You can change this setting. You can find information on changing
segment configurations under 'Segmentation dashboard (Page 35)'.

The configuration of segments that contain data cannot be changed later.

Note

You can already specify all segmentation settings during installation of the database in
advanced mode. The selection of the segment unit affects the required hard disk space.

The segment size is extrapolated proportionally to the estimated load of the data values
according to the user-defined settings.

Segmentation configuration

You can change the properties of segmentation on the "Segmentation" dashboard as
Process Historian administrator.

You can make the following settings:
e Anchor point of segmentation

® Time period of a segment

e Number of prepared segments

e Total number of runtime segments

The following table provides an overview of the basic segmentation parameters:

Parameter Value Description
Anchor point of seg- | Date, time Start time of the segment
mentation
Time period of the seg- | Day, week, month Segment size
ment
Multiplier Integer Multiplier for the configured period of segmenta-
tion
Number of segments | Prepared segments Total number of prepared segments
Total number of Number of active segments in runtime that are
runtime segments available for storing process values and alarms.
These segments are not archived.

The Process Historian continuously creates segments with the defined time period. To ensure
that the entire period of possible times is covered, there is a high and a low "Catch-all" segment.

Process Historian - Administration
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1.3 Segmentation

Anchor point

These special segments collect all incoming data that lies outside the current runtime segment.
These segments are called "Catch-all-upper" (CAU) and "Catch-all-lower" (CAL). The CAL
and CAU segments are permanently available and cannot be deleted, removed or set offline.

When you change the anchor point, it should refer to a time at or after the last time stamp of
all segments.

The anchor point of the segmentation does not have to be changed if the number of prepared
segments or the total number of runtime segments is to be changed. Any existing segments
are not deleted when the settings are changed (e.g. reducing the prepared segments).

This means the new settings are not reached when you reduce the prepared signals until the
surplus and prepared segments have been used.

If the number of prepared signals is increased, a segmentation with the new settings is initiated
immediately.

Note

If the last segment of the existing segmentation configuration ends before the anchor point of
the new segmentation, an intermediate segment must be created. This intermediate segment
starts with the end time of the last segment of the existing segmentation configuration and
ends with the start time of the new segmentation configuration. A suitable anchor point is
suggested to avoid the need for an intermediate segment. If you reject this suggestion, an
intermediate segment is created automatically.

Segments: Types

12

In the Process Historian, there is a difference between segments of the "Runtime" and
"Archive" types.

Runtime segments are displayed on the "Segmentation" dashboard. They have the following
properties:

Action Runtime segment Archive segment
Change Yes No
Compression No Yes
Back up No Yes
Delete No Yes

Archive segments are displayed on the "Backup/Restore" dashboard. These are compressed
or uncompressed, depending on the setting.

The status of a segment is classified as "Online" or "Offline".
® Segments of the "Runtime" type always have the status "Online".

e Segments of the "Archive" type can have the status "Online" or the status "Offline".

Process Historian - Administration
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1.3 Segmentation

You can only read the contents of segments that are online. In order to read the contents of
segments that are offline, you have to restore these segments.

Note

Information about restoring a segment is available under 'Restoring a seament (Page 32)".

Segments: Status

The properties of segments are structured as follows:

Type Status Reading Writing Archiving Deleting
Runtime Online Yes Yes No No
Archive Online Yes Indirect Yes No
Archive (ar- Online Yes Indirect Yes Yes ?
chived)

Archive (de- Offline No Indirect " No No
leted)

" Pending changes in the CAL segment are transferred to the archive segment during the backup.
2 Can only be deleted if no changes to the data were carried out after the last archiving.

Process Historian - Administration
System Manual, 04/2015, ASE35713921-AA 13
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Hardware configuration

The following section describes the hardware requirements for Process Historian.

Overview of the configuration

The hardware configuration shown here refers to the SIMATIC Process Historian and the

Information Server. The simple configuration of Process Historian provides a clear overview
of the topology.

The figure below illustrates a simple configuration.

A sufficiently powerful PC system is capable of handling all tasks involved. This configuration
is suitable for small-scale installations with corresponding quantity frameworks.

Information Server Client

Internet

&

Front-End Firewall :‘?S".J;"T—'E
[S=TesTasT
Information Server Client
& i
Office LAN
OS Clients/ Batch Clients OS Single Station
- - Process Historian
== == H Information Server
Terminalbus | N E—
| | | =]
|"||| 5 o[l |"H| ||| 5 oﬂ |"H| |||| 5 OH Back-End Firewall (optional)
1IN 1IN | E
|
OS Server OS Server SIMATIC Batch Server

Hardware example for small quantity frameworks

You can handle a data volume of up to two servers and a maximum archiving load of
1500 values per second and server, for example, by using a SIMATIC IPC of the 847 series.

Process Historian - Administration
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Hardware configuration

Hardware equipment

CPU Intel Xeon E3-1268L V3; 2.3 GHz
RAM 16 GB DDR3; SDRAM
Hard disks 240 GB SSD SATA Operating system and soft-
ware
RAID 5 (3 x 1 TB, HDD SAS) Process Historian Database

and transaction log

RAID controller Hardware RAID controller PCle X8 in PCle X16

slots incl. battery backup unit (BBU)

The described RAID 5 system is approx. 1.8 TB.
All SAS HDDs are connected to the hardware RAID controller.

Process Historian and Information Server on the same system

Process Historian and Information Server can be installed and operated on the same system.

In this case the two server applications share the available hardware resources. Depending
on the frequency of data queries from the WinCC client systems and Information Server clients,
we recommend using higher-grade equipment. You need at least 16 GB of RAM.

Hardware example for medium quantity frameworks

16

Use a comparable system based on the hardware listed in the following table to handle the
data volume of up to 12 servers at an archiving load of up to 12,000 values per second.

Configuration of a PRIMERGY RX300 S8

CPU Intel Xeon E5-2650 V2; 2.6 GHz
RAM 32 GB DDR3
Hard disks RAID 1; 2 x HD SAS 6G 300 GB 10K HOT PL 2.5" | Operating system and soft-
ware
RAID 1; 2 x HD SAS 6G 300 GB 10K HOT PL 2.5" | Transaction log
RAID 10; 4 x HD SAS 6G 900 GB 10K Process Historian database
HOT PLUG 2.5"
RAID controller SAS 6G 5/ 6 512 MB (D2616); BBU expansion
RAID 5/ 6 V16

This configuration allows you to expand RAM, as well as the number of processors and HDDs.
The hardware configuration described is based on the use of internal hard disks for:

® Operating system, SQL server

® Process Historian database

® Transaction log

You can expand the scale in regard to database size and performance by using a
Storage Area Network (SAN).

You can also increase the performance by creating and distributing the database to several
symmetrical database groups on separate hardware RAID systems.

Process Historian - Administration
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Hardware example for large quantity frameworks

Use a comparable system based on the hardware listed in the following table to handle the
data volume from several projects at an archiving load of more than 12,000 values per second.

Configuration of a PRIMERGY RX300 S8

CPU

2 x Intel Xeon E5-2690 V2; 2.9 GHz

RAM

64 GB DDR3

Hard disks (inter-
nal)

4 x 300 GB 2 x RAID 1

Operating system and soft-
ware

Storage Area Net-
work (SAN)

4 x RAID 1 (each with 2 x HD SATA 2 TB)

Process Historian database:
4 tag data groups from 0 to 3

6 TB (3 x RAID 1, each with 2 x HD SATA 2 TB)

Process Historian database:
Alarms, BATCH data, configu-
ration data tags and alarms

3 TB (3 x RAID 1, each with 2 x HD SATA 1 TB)

Process Historian database:
Transaction log, general data
groups

RAID controller

SAN Infotrend DS S24F-G2840-4 (14 x 2 TB,
6x1TB)

Redundant Process Historian servers

A redundant Process Historian system consists of symmetrically configured servers for master
(principal) and standby (mirror) operation (e.g. PRIMERGY RX300 S8).

We recommend a dedicated redundancy connection with a minimum bandwidth of 1 gigabit
between the redundant Process Historian servers.

The Witness Server component is designed for scenarios with automatic redundancy failover.
It is also installed on an additional computer of the system, depending on availability an
Information Server or WinCC Server.

Process Historian - Administration
System Manual, 04/2015, ASE35713921-AA
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Administration

3.1

Administration - overview

The Management Console is used for diagnostics and configuration of the Process Historian
system. It is installed with the installation of the Process Historian and started automatically
during logon. For a manual start, open the Management Console by selecting "Start >
Programs > Siemens Automation > SIMATIC > Process Historian >

Process Historian Management Console".

Note
Certificate verification by Internet Explorer

In Internet Explorer under "Internet Options > Advanced > Security", deactivate the option
"Check for publisher's certificate revocation".

If this option is activated, it can slow down opening of the Process Historian and cause error
messages.

Dashboards - Overview

The following table shows the dashboards of the Management Console and their tasks:

Dashboard Description
Process Historian Manage- ® Display of fundamental hardware indicators and performance
ment indicators for the PC and operating system

e Display of basic indicators for the status and current activity of the
Process Historian server

® Display of the license status
® Redundancy status
® Changing the operating state

Plant structure e Display of incorporated projects
e Display of the OS server systems
® Display of the PC name

I/O Systems ® Display of the available input and output devices
® Display of the memory space used
® Detailed information about the load

Diagnostics ® Diagnostic messages of the Process Historian

® Messages from the event display of the operating system

Backup/Restore e Display of the segments of the "Runtime" type
e Display of the segments of the "Archive" type
e Creating segment backups

® Restoring backed-up segments

Process Historian - Administration
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Dashboard Description

Compression e Display of the compression state

® Configuration of the number of uncompressed archive segments

Segmentation e Display of the current segmentation setting
® (Changing the segmentation settings

Database backup ® Manual creation of full database backups

e Automatic (cyclic) creation of full database backups

Redundancy e Display of the redundancy status

e Switchover / disconnection of principal (master) and mirror
(standby)

® Redundancy configuration

Licensing e Display of the current license status of server and project
SIMATIC Batch Backup/Re- e Display of the selected batch data
store

® Create backups of batch data

® Restoring backed-up batch data

Process Historian - Administration
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3.2 Process Historian Management dashboard

Overview

The "Process Historian Management" dashboard includes information about:

Basic indicators for monitoring the PC:

— Processor load (CPU)

— Available RAM

— Hard disk load (Disk I/O)

Basic indicators on Process Historian:

— Number of connected data sources

— Stored tags per second

— Stored messages per second

Operating state of the Process Historian server
Redundancy status of the Process Historian
Licensing status of the Process Historian

Automatic backup Process Historian

Note
Display in percent

Percentage values displayed can exceed 100 % for a short time. These values are determined
by a statistical extrapolation from mean values. They do not correspond to the real values.

Process Historian - Administration
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@ ) Console Root\Siemens Application Management Center\Process Historian Management E‘E‘ x

[ Console Root
4 & Siemens Application Manageme|

‘Welcome A

" . Welcome to the management system for Process Historian

4 43 Process Histerian Managems
N Tris deshbor i the stating poit or configurstion and disgrostcs of the Process Hisoran server sytem. Use the other dashboards lo manage icensing, segmertaion, backup.restore and more.

I "l Plant Structure
b = 10 systems

b 4 Diagnostics

p #] Backup/Restore
p [ Compression

b = Segmentation
I @ Redundancy

b [f Licensing

I i@ Database backup ‘

Basic hardware performance indicatars >

15584 MBytesy Disk /0

0 MBytes!
Basic Process Historian indicators 2 a

Sources 4 Clients7 Stored values 18281 Values/s7 Stored messages 27 Messagesis

‘H HHM
A
M VﬂW‘WﬁWWﬂWﬂ M‘WMWMI |{ llt.l'ub,.Jm,»,*"\rh/\ﬂ\\.uu..awa/mJ.uLJJ“\ m

0 Clients- 0 Valuesis 0 Messagesls
Process Historian status A Redundancy status & A | Licensing status ¥ A | Database backup status > a
i Active Master (Principal) Valid license Disabled
. Synchronized

Switch state to

V| Go | || Goto redundancy dashboad Go to licensing dashboard Go to database backup dashboad

Status control

Process Historian status: Changing the operating mode

You can change the operating state of the Process Historian on the
"Process Historian Management" dashboard.

The following operating modes are available:

e Start

® Shut down

e Start recovery

For this purpose, select the respective entry from the drop-down list in the "Process Historian
status" area.

Redundancy and licensing status

The status respectively displayed can be updated in the redundancy and licensing status fields.

Process Historian - Administration
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3.3 Plant structure dashboard

The "Plant structure" dashboard displays all projects in the project tree that are currently

integrated in the system.

The basic area of the structure is automatically detected and displayed. You can manually add

the expanded external structure.
You add, rename or remove structure parts at a later time.

To do so, use the Add..., Delete and Rename buttons.

= Console Root\Siemens Application Management Center\Process Historian Management\Plant Structure B@ x
(& Console Root Plant Structure i
4 ﬁ Siemens Application Manageme|
4 i3 Process Historian Managem [} Welcome to the plant structure dashboard
5 = Plant Structure {1 This dashboard is used to organize the data and projects within the Process Historian system
b 170 systems
» 88 Diagnostics
b &) BackupfRestore Detailed plant stiuclure information -
i |} | Compression
[ :'- Segmentation Projects Detailed information
r E—g‘ fedun.dancy Add.. ~ Delete Rename Merge DTWCO0
I . & Licensing Name )T-WC-005
=3} Organizational structure
b i@ Database backup 1] PAWT_MP Type Physical Data Source
e 08()
= #% SMOKE_03_047 Description:
G
Apply
Detailed communications information 4
Stared values 24 Vzlues/s Stored messages 7 Messages/s
H" 'NI‘I M “
w‘h\ L\ i
< S 4 0 Valiies/s 0 Messmnes s "
Plant structure detection
® PCS 7 projects
— WinCC projects
SQL-Server
Process Historian - Administration
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You can manually add, edit or remove the following expanded structure:

* Company

® | ocation

e Building

e Corridor
® Room

e PCS7

The nesting depth of the structure can be expanded as necessary.

Detailed project information

Merge

24

The following detailed information on the project is displayed when you select a project:
® Name

® Type

® Description

You can change and confirm the description and type of the project.

You use this functionality in case there are duplicate project entries in the structure tree.
Duplicate entries can be caused, for example, when an image of the OS server was installed
again after a hardware fault.

You use the 'Merge' function to combine the duplicate entries so that they from a single entry
again in the plant structure.

Process Historian - Administration
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I/O Systems dashboard

The "I/O Systems" dashboard displays the entire memory system to which there is read and
write access and in which data is archived. The dashboard displays all hard drives integrated

in the system. This includes hard drives that do not contain archive data.

=3 Console Root\Siemens Application Management Center\Process Historian Management\l/O systems EHE‘ x
53] ConsoleRoot 140 Spetem %
4 @ Siemens Application Manageme
4 &5 Process Historian Managemi | | (o lcome to the 1/0 syst
b "} Plant Structure leeatl) Use this dashboard to analyze and monitor the installed and configurated 1/0 subsystems for this system. Several pedomance indicators help you to evaluats the state of your /0 subsystems
b = /0 systems
b b8 Diagnostics
p &) Backup/Restore Available 140 subsystems A
b [f7 Compression o = == - T =]
= : folume: ile system 3paCi Tee space % free se
- 5 tati
’ i ;i‘l'":” anen System Reserved NTFS 350,00 MB 107.31 MB W7 24269
> B Redundancy Data (D) NTFS 100,00 GB 7133GB 73.9%  2606GB
b ifl, Licensing (C) NTFS 99,66 GB 53,63GB 539%  4537GB
b i@ Database backup
1400 subsystem details A
) Details % Idle Time 9938 Avg length read queue 0,00 Disk read bytesisec
Block size "
4096 byte
Compressed
No compression
File system
NTFS Avg. disk sec/transfer 0.00 Avg. write gueue length 0.01 Disk \vrite Bytesisec 238908.69

Indexing enabled
Indexing is enabled

Total/free bytes

Paging file present
Paging file is present

The "I/O Systems" dashboard displays the following information on the storage system:

e Name and drive letter of the hard drives
® File system

® Total storage space: Capacity

® Absolute available storage space

® Free storage space in percent

® Absolute storage space used

The states of the input and output devices are graphically monitored by the system. If you

select a drive, you receive the following detailed information on the selected drive:
o |dle time of the hard drive: Idle time

® Average duration per transfer

® Average length of queue for read access

e Byte per second with read access to data medium

® Average length of queue for write access

Process Historian - Administration
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e Reading speed in Byte per second

® \Writing speed in Byteper second

Process Historian - Administration
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3.5 Diagnostics dashboard

The upper area of the "Diagnostics" dashboard displays the last 1000 diagnostic messages
from the Process Historian event log.

=3 Console Root\Siemens Application Management Center\Process Historian Management\Diagnostics ’:|E||7|
(L1 Console Root Diagrosis ~
4 ﬂ Siemens Application Manageme
4 i Process Historian Manageme | | i Welcome to the diagnostics dashboard
» "l Plant Structure N2 ce this dashboard to view diagnosiics messages from the Frocess Historian system
b = 170 systems
I+ RE Diagnostics
3 ‘_] Backup/Restore Process Histarian event lag [4743 results] Al e 0 0 E -
4 ﬁ: Compression [LoglD  Severty  TmeStamp AppDomai ProcessiD _ Message ~
4 g ;eime:“t“’” 5749 Enor 06062014 08:53:00 607 | MsintsranceSsrvics sxs 3392 Cyclic tnuncats transsction log falsd
b edundan
b Ii: Licensing il Information | 06.06.2014 08:55:13.140 MaintenanceService exe Log backup to null device
b B Database backup 4747 Information | 06.06.2014 07:19:35.637 | Maintenance Service exe 3392 Log backup to null device
4746 Information | 06.06.2014 05:44:50.887 | Maintenance Service exe 3392 Log backup to null device
4745 Information | 06.06.2014 05:16:54.740 | Maintenance Service exe 3392 ProcessHistorian state changed
4744 |Information | 06.06.2014 05:16:54.740 | ProcessHistorianll.exe 4356 State change from [ActiveRecoveryStopping] to [Active] at [06.06.2014 05:16:54]
4743 Information | 06.06.2014 05:16:54.740  ProcessHistorianl|.exe 4356 ProcessHistorian state changed.
4742 Information | 06.06.2014 05:16:54.737 | ProcessHistorian.exe 2920 Database WriterController state changed
| 4741 0606 2014 051654 740 | Siemen: enter MMC. | 1192 P Hi state channed | e
< n >
Messages [shows the last 100 messages) z A
Date/Time Message Category Source ~
(i) 05062014091418  Logwas backed up Datsbase: HistorianStorage, creation datefime): . Backup MSSQLSHISTORIAN O
(i) 06.06201409:13:56 The Desktop Window Manager has exited with code ((ed00002fe) (V] Desktop Window Manager
(i) 06.06201409:1223 Log was backed up. Database: HistorianStorage, creation datefime): Backup MSSQLSHISTORIAN
(i) 06.06:201409:10:29 Log was backed up. Database: HistorianStorage, creation datedime): ...  Backup MSSQLEHISTORIAN
(i) 065.06201409:08:56 The Desktop Window Manager has exited with code ((ed00002e) (V] Desktop Window Manager
@ 06.06.2014 09:08:35 Log was backed up. Database: HistorianStorage., creation datefime): ...  Backup MSSQLEHISTORIAN
(i) 06.06:201409:06:39 Log was backed up. Database: HistorianStorage, creation datefime). .. Backup MSSQLSHISTORIAN
(i) 06.06:201409:04:45 Log was backed up. Database: HistorianStorage, creation datefime): Backup MSSQLSHISTORIAN
(i) 06.06.2014 09:02:50 Log was backed up. Database: HistorianStorage., creation datedime): ...  Backup MSSQLEHISTORIAN ~

The event log of the Process Historian contains the following information:
® |ogentryID

e Severity of the message

e Time stamp

e Name of application domain

® Process ID

® Message

The lower section of the dashboard includes the last 100 entries from the event log for Windows
applications. The following information is displayed:

® Time stamp
® Message
e (Category

® Source

Process Historian - Administration
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3.6

3.6.1

Backup types

28

Backup/Restore dashboard

Introduction

The Process Historian saves process values and alarms in segments. The data and messages
are saved with a time stamp in the segments. The data and messages of the same time period
are saved in the same segment.

Whenever the configured duration has expired for a segment, a new prepared segment is
created. The oldest prepared segment becomes a runtime segment. When the configured
number of runtime segments has been reached, the oldest runtime segment is converted to
an archive segment. You can only create a backup for archive segments.

When an archive segment is backed up, the runtime data are stored in the backup file. The
stored data includes:

® Process values
® Messages
e Configuration data

You can plan the automated backup of segments using the "Settings ..." button in the 'Archive
segments' area of the 'Backup/Restore' dashboard.

You can make selected archive segments available as runtime data once again by using the
"Restore ..." button in the 'Restore segments' area.

Process Historian - Administration
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= Console Root'Siemens Application Management Center',Process Historian Management',Sicherung/Wiederherstellung
(L] Console Roak . e
= ﬁl S[x_amens Application Management C Sl A A B T ‘W
S=] frUEESS Histarian Management | willkommen beim Dashboard Fir Sicherungwiederherstellung
1 Anlagenstruktur " — T
S Ej-Systeme = Mit diezem Dashboard verwalten Sie die Sicherungen von D atensegmenten des Process Histarian,
ksl Disgnoss
4_; Sicherung/Wiederherstellun
1 Komprimierung Archivsegments z A
o
= fi
E'_: Reegd::;a:;ung Segment D | Status | Tup | Won | Bis | Einheit | Kennzei... I Komerimiert| Backup erstellt |
'L Lizenderung 100013 Online Archiv 04.08.2014 06:00 04.08.2014 12:00 Stunde ... Giilig Ja 05.08.2014 12:38
L Datenbanksicherung 100014 Online Archiv 04.08.2014 12:00 04.08.2014 18:00 Stunde ... Giilig Ja 05.08.2014 14:58
100015 Online Airchiv 04.08.2014 18:00 05.08.2014 00:00 Stunde ... Giilig Ja 05.08.2014 15:08
Online Archiv 1} 500 05 4 12:00 Stunde Giiltig Ja I 400:18
100018 Online Archiv 05.08.2014 12:00 05.08.2014 18:00 Stunde ... Giilig Ja 06.08.2014 00:28
100019 Online Airchiv 05.08.2014 18:00 06.08.2014 00:00 Stunde ... Giilig Ja 06.08.2014 1218
100020 Online Aurchiv 05.08.2014 00:00 05.08.2014 06:00 Stunde ... Giilig Ja 05.08.2014 12:28
100008 Online Extern 02.08.201412:00 02.08.2014 18:00 Stunde ... Giilig Ja 04.08.2014 21:35
Sichern .. | Offline setzen | Backup-Planung: Lkt Einztellungen. ..
Segmente wiederherstelen z 4
Segment ID | Status | Tup | on | Bis | Einheit | Kennzg... | Backup erstellt | Meue Daten | -
100000 Offline Archiv 01.08.2014 00:00 01.08.2014 D6:00 Stunde ... Giiltig 04.08.2014 0335 Mein
100001 Offline Archiv 01.08.2014 06:00 01.08.2014 12:00 Stunde ... Giilig 04.08.2014 11:35 Mein
100002 Offline Archiv 01.08.2014 12:00 01.08.2014 18:00 Stunde Giiltig 04.08.2014 1335 Mein
100003 Offline Archiv 01.08.2014 18:00 02.08.2014 00:00 Stunde ... Giilig 04.08.2014 1535 Mein
100004 Oifline Airchiv 02.08.2014 00:00 02.08.2014 06:00 Stunde ... Giilig 04.08.2014 1735 Mein
100005 Offline Aurchiv 02.08.2014 06:00 02.08.2014 12:00 Stunde ... Giilig 04.08.2014 1935 Mein ||
100007 Offline Archiv 02.08.2014 18:00 03.08.2014 00:00 Stunde ... Giilig 04.08.2014 2335 Mein
100008 Offline Archiv 03.08.2014 00:00 03.08.2014 06:00 Stunde ... Giilig 05.08.2014 01:35 Mein
100009 Offline Archiv 03.08.2014 06:00 03.08.2014 12:00 Stunde ... Giilig 05.08.2014 0335 Mein B
4 | H fiadarhorotlion | hd
4
3.6.2 Creating segment backups
Requirement
The segment to be backed up has the "Archive" status.
Backup planning

The storage space of the Process Historian is continuously filled with data. If the free space
falls below a threshold, the Process Historian is set to the "locked" state. Archiving is then
paused.

To put the Process Historian back into the "Enabled” state, you must make sufficient free
space available.

You have the following options for avoiding the "Locked" state:
® Backup segments manually and set them offline.

® Backup segments automatically and set them offline.

Current storage space

In order to keep free enough free space available, you need to delete the archived segments
in backups in a timely manner.

Process Historian - Administration
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Only offline archive segments can be deleted. You can copy the offline archive segments to
an external drive before deleting them.

Note

Operating state during the segment backup

While the following functions are being performed, the Process Historian briefly changes to
the "Disabled" operating state for a short time:

® During the preparation of a segment

® During the backup of a segment

® During the restoration of a segment

® When the segment is set offline

You have no access to the database in this operating state.

Segment backup

Manual backup

1. Select the "Backup/Restore" dashboard in the navigation of the Management Console.
2. Select segment to be backed up in the "Archive segments" area.

3. Click the "Backup" button to launch backup.
4

. Select the path for the backup file in the "Backup segment" dialog box that opens.
You can specify further identifiers and descriptions for the backup such as the name or
number of the data medium.
To set segments automatically offline after they are saved, select "Set offline".

Sicherungspfad

ID:'l,ScheduIedBackups _I
Label

fi

Beschreibung

v Segment nach Sicherung offline setzen

Verzdgerte Segmente: IB 3:

IV Plamer ist akkiviert,

Bestatigen I abbrechen |

5. Click "Backup".

Process Historian - Administration
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Automated backup

In the "Backup/Restore" dashboard you can restore the backup and have the archive segments
set offline automatically. Automatic backup only creates a backup for archive segments. When
compression is switched on, this archive segment must be completely compressed before
backup.

To do this, select the option "Set segment offline after backup" via the "Settings" button in the
"Archive segments" area.

You can enable automatic backup by setting the "Planner is activated" option .

Delayed segments

Delayed segments are archive segments that are set offline with a delay when the option "Set
segment offline after backup” is set. The delayed segments remain available online longer,
and existing data and messages can still be read.

In the counter, set the number of delayed segments to remain available online.

Note
Process Historian does not archive data

If the Process Historian does not archive data, check the Microsoft Message Queuing (MSMQ)
and the databases.

Setting segments offline manually

In order to provide enough free space, you need to regularly delete data segments already
archived in backups.

1. Open the "Backup/Restore" dashboard.

2. Select the desired segment in the "Archive segments" area.

3. Click the "Set offline" button.
— The entry for the selected segment is moved to the "Restore segments" view.
— The data cached on the WinCC server is transferred (recovery).
— The storage space for this segment is released.

The segments can only be moved individually.

You can check the amount of space gained in the "l/O systems" dashboard.

Note
Checking the storage space

To ensure enough free space for the Process Historian in operation, repeat these steps
regularly.

Result

A backup is created and the date of the backup entered.

Process Historian - Administration
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The segment remains in the "Online" status and is not moved.

3.6.3 Restoring a segment

If you want to access data that is stored in an archived and already deleted segment, you must
restore the respective segments. When restoring a segment, you must select the backup file
corresponding to the segment.

Requirement
® The corresponding backup file for the segment to be restored is available.

® The Process Historian is in the "Active" operating state.

Procedure
Select the "Backup/Restore" dashboard in the navigation of the Management Console.
Select the required segment in the "Restore segments™ area.

Click on the "Restore" button.

Ao N~

In the "Backup segment” dialog, select the corresponding backup file for the segment that
is to be restored.

5. Click "Restore".

Result

You can access the data of the restored segment from the OS Server, OS Client or the
Information Server.

3.64 Deleting a segment

There are two types of segments in Process Historian, runtime segments and archive
segments. Runtime segments are always online and cannot be deleted.

As soon as the runtime segment becomes an archive segment, you can perform a backup for
it. The archive segment can be deleted (set offline) after successful backup.

After setting the segment offline, only the information for restoring the backed up segment is
stored in the system. You can configure the automatic setting to offline together with the
automatic backup.

Requirement

You can only use the "Set offline" button if a backup of the selected segment has already been
created and this segment is marked as "valid". A segment is, for example, marked as "invalid"
if additional runtime data for the segment has accumulated after the creation of a backup. In
this case, create a backup of the relevant segment again.

Process Historian - Administration
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Segments can only be deleted individually.

Procedure
1. Select the "Backup/Restore" dashboard in the navigation of the Management Console.
2. Select the segment you want to delete in the "Archive segments" area.
3. Click the "Set offline" button.

Result

The segment is deleted from the database.

Process Historian - Administration
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3.7 Compression dashboard

On the "Compression" dashboard, you can see the current compression state as well as the
current default number of uncompressed segments. The uncompressed segments are counted
starting from the first archive segment. The compression starts with the third segment.

= Console Root\Siemens Application Management Center\Process Historian Management\Compression EHE x
=] C_DHSD‘E Root o Compression 'y
4 & Siemens Application Manageme
4 i3 Process Historian Managem | [[| | Welcome to the compression dashboard
1 "} Plant Structure aE Use this dashboard to diagnose and corfigure the post compression of the Process Historian archives.
I 5= 1/0 systems
» b8 Diagnostics
i ¥ Backup/Restore Curent state Configuration A
b [f Compression
» = Segmentation Post compression Post compression
1 i@ Redundancy 5 O Activate
=N Active -
> L& Licensing ® Deactivate
1 i@ Database backup
Number of archive segments to be retained Number of archive segments to be retained
— e
< m >

Procedure

Result

34

The archive segments are compressed automatically in the background.

1. Select the "Compression" dashboard in the navigation of the management console.

2. Select the "Activate" option in the 'Configuration' area for 'Post compression'.

3. Specify the number of uncompressed segments you want to keep in the "Configuration”

area.
4. Click "Apply".

5. The "Current status" area indicates whether compression is enabled and, if so, as of which

segment.

The settings for the compression of archive segments have been reconfigured.

Process Historian - Administration
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3.8 Segmentation dashboard

The "Segmentation" dashboard provides an overview of the current segmentation
configuration.

You configure the segmentation of the Process Historian archives in the "Settings" area.

7= ProcessHistorian - [Console Root\Siemens Application Management Center\Process Historian | lar = IEllil
[ Datei  Aktion Ansicht Fenster ? | o =l
(4o | |
(_ console Root: .
= ﬂ Siamens Application Management C e A
[l k= Process Historian Management | | F™:  yyilkommen beim Segmentierungs-Dashboard
" 2 Anlagenstruktur = _ . - i
G £/A-Syste [ Mit diesem Dashboard verwalten Sie die Segmertierung der Process Historian-Archive.
g ysteme
:E Diagnose
‘J Sicherung/Wiederherstellun i
l‘ Komprimierung Aktuelle Kenfiguration 3 -
— Segmentierung
4 Redundanz [ 08092014 000000 [ 15092014 000000 | 220920140000:00 | 29.0920140000:00 | 06.10201400:00:00 | 13.102014 00:00:00
. &, Lizenzierung
o - -
I 15.09.2014 00:00:00 I 22.09.2014 00:00:00 I 29.09.2014 00:00:00 06.10.2014 00:00:00 13.10.2014 00:00:00 20.10.2014 00:00:00
— Segmentienungs-Ankerpunkdt — Zeitspanne fir Segmente — Segmentanzahl
Anzahl der Zukunftssegmente |3
05.09.2014 00:00:00 Woche
Gesamtzahl Runtime-Segmente |8
Einstellungen A
— Segmentienungs-Ankerpunkdt — Zeitspanne fir Segmente — Segmentanzahl
Stunde Datum Einheit Faktor Anzahl der Zukunfissegmente I 33:
0= 052014 = - | 3 s
I j IIDE _I IWOChE J L — Gesamtzahl Runtime-Segmente I 83.
Einstelungen akiualisiersn |
4] I ©l
|
The segment states are color coded:
Segment status Color
Completed runtime segment Gray
Current segment Green
Prepared segment Blue
Process Historian - Administration
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36

You specify the following parameters for configuration of the segmentation in the "Settings"
area:

1. Segmentation anchor point:
— Hour
— Date
2. Time period for segments:
— Unit (period)
— Factor
3. Number of segments:
— Number of future segments
— Total number of runtime segments

The "Database Installation Wizard" supports you in the installation of the Process Historian
database in advanced mode. By default, the following presets are made for the segmentation
during installation:

Segment size One week
Total number of segments in runtime Eight
Number of prepared segments Three

Only existing segments are displayed. In the example above, the oldest archive segments
starts on 08.09.2014 at 0:00 hours. Because the segment interval is one week, two segments
have been completed as archive segments by 22.09.2014. Another archive segment is created
each week until the display consists of 8 segments. When a new segment is added, the oldest
archive segments is stored and set offline.

Note
Process Historian Installation Notes

Additional information on defaults of the Process Historian database is available in the
Installation Notes.

Depending on the quantity structure, the amount of data per segment can be very large. This
applies to all segments in runtime. When the segments are created, the estimated required
memory space is calculated based on the size of the previous segments and reserved for
future segments.

If segments in the past are created, minimal space is allocated.

The optimum settings for the segmentation are a compromise between the memory space
used and the number of uncompressed data segments to be reserved.

The following settings are recommended:
® A time period of 1 week for the prepared segments.

® A time period of 4 weeks for the runtime segments.

Process Historian - Administration
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The time period that is available as read-only depends on the number of runtime segments
plus the number of archive segments that are not deleted (set offline).

Note

The Process Historian database is switched automatically to the "Deactivated" state to allow
changes to the segmentation to be carried out. After the settings have been accepted, the
database changes back to the "Active" state automatically.

Procedure
1. Select the "Segmentation" dashboard in the navigation of the Management Console.
2. Inthe "Number of segments" area, select the required number of segments to be prepared
continuously.
3. In the "Number of segments" area, select the required total number of runtime segments.
4. Click "Apply".
Result

The segmentation of the Process Historian database is configured.
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3.9 Dashboard redundancy

You configure the redundancy of the Process Historian in the 'Redundancy’ dashboard.
You specify the configuration for a redundant system in the following areas:

® Redundancy status

® Remove redundancy

® Redundancy

Console Root\Siemens Application Management Center\Process Historian Management\Redundancy EHE x

(231 Console Root
4 & Siemens Application Manageme
4 2 Process Historian Managems
1 "} Plant Structure
b = 1/0 systems
» b8 Diagnostics
i ¥ Backup/Restore
b [f Compression
b == Segmentation
i~ [ Redundancy
b [ Licensing
1 i@ Database backup

Redundancy 'y

= é ' to the dashboard
g_ Use this dashboard to configure the Process Historian redundancy.

Fiedundancy status > aA
Redundancy status Disconnect redundant partner

Master (Principal) ot

Synchronized Only executable on the mimor when the principal is not accessible.

Forces the mimor to act as principal. Data that has not been synchronized may be lost
Only authorized system administrators should do this
Switch redundancy state between principal and mimared server

Failover

FRemave Redundancy A
Remove redundancy Remove redundancy {automatic)

Only executable on the principal. Removes the redundant partner and Automatic removal of redundancy can be enabled for the following scenario:

disables redundancy.

Only authorized system administrators should do this If the mirmor is not available and the remaining free disk space for the transaction log is

less than 10 GB

[ Enable automatic removal of redundancy

Redundancy A

To create a new redundant system, start the Redundancy Configuration Wizard

Start Redundancy Configuration Wizard...

To create a new redundant system, click the "Start redundancy configuration..." button in the
'Redundancy’ area.

Follow the instructions of the installation wizard to configure a new redundant system.

Note
Process Historian Redundancy Wizard

You will find detailed information on redundancy configuration in the Process Historian
Installation Notes.
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Redundant Process Historian servers

A redundant Process Historian system consists of symmetrically configured servers for master
(principal) and standby (mirror) operation (e.g. PRIMERGY TX300 S6). We recommend a
dedicated redundancy connection with a minimum bandwidth of 1 gigabit between the
redundant Process Historian servers. The Witness server component for scenarios with
automatic redundancy failover is also installed on an additional server of the system,
depending on availability of an Information Server or WinCC server.

Note
Redundancy

More information on redundant systems can be found in the section 'Redundant system
(Page 53)'.
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3.10

Dashboard

Licensing dashboard

The "Licensing" dashboard gives you an overview of the licenses used and available in the
system.

The availability of the Process Historian licenses is displayed.

Console Root\Siemens Application Management Center\Process Historian Management\Licensing

BEE

(21 Console Root
4 ﬁ Siemens Application Manageme,
4 3 Process Historian Managems
[ " & Plant Structure
b = 170 systems
[ !_Q. Diagnostics
[ L Backup/Restore
b [{ Compression
p = Segmentation
b [ Redundancy
b [ Licensing
| [l Database backup
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Licensing
| 4 (E‘ Welcome to the licensing dashboard
hRd

Use this dashboard to get an overview of the Process Historian licensing status. The dashboard shows the number of licenses that are avaiable and in use, as well as the licensing status for a given project

Licensing

Basic license state Projects Project license state

Process Histerian license =-(} Organizational structure

=1 Name:  PAWT_MP
Available {8 05(1)
L. SMOKE_D3 047 Type PCS7 Projekt
Process Historian redundancy license Tags: 0

Available

Available tag licenses

Required tag licenses
Free tag licenses

You also obtain detailed information about the states of the tag licenses:

® Available

® Required

® Free

The Process Historian does not require any archive tag licenses for the PCS 7/ WinCC sources.

When you select a project, you receive information on the project-specific license status with
the following information:

® Project name
® Project type

® Number of tags
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3.11 Database backup dashboard

You can use the features of this dashboard to create a full backup of your database at the time
of creation.

Database backup

The "Current configuration and current status” displays the following information:

1. Configured backup type

2. Backup status: Progress of the backup copy:
3. Path to backup copies
4. Free disk space
5. Status
F= ProcessHistorian - [Console Root',Siemens Application Management Center',Process Historian Management',Datenbanksicherung]
Datei  pktion  Ansicht  Fenster 7 | =12 =]
e H
(L] Console Roat: .
= ﬁ] Si_emens Application Management C PR R E] T A
=1 & Process Historian Management || willkommen beim Dashboard Fir Datenbanksicherung
" Anlagenstrokbur Q@ - " . R . _
= - Yerwenden Sie dieses Dashboard, um die Datensichemngen fur die Wisderherstellung einer Process Historian Datenbank, zu verwalten.
= ElA-Systeme
bl Diagnose
41| Sicherung/wiederherstellun
[ kamprimizsrung Aktuelle Konfiguration und aktueller Zustand e &
= Segmentierung
[im Redundanz Sichemingstyp: Automatisch
L i, Lizenzierung Sicheungsstatus Erzeuge Sichemungskopien 44 %]
E—? Datenbanksicherung Zielpfad: [D:\RecoveryB ackups
Freier Laufwerk-Speicherplatz: 91%
Status:
Einstellungen e F Y
Sichengstyp: Automatizch ~ l
Ein aktueller Sicherungssatz wird angelegt und unter dem angegebenen Zielpfad gespeichert. Die fortlaufend aktualisierte D atensicherung stellt den aktuellen
‘wiederherstellungspunkt fiir die Process Historian Datenbank dar.
Zielpfad: ID:\FlecoveryBackups |
Einstellungen iibernehmen |

4] | 2l
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Settings
Three settings are available in the "Settings" area:
Settings
Backup type: | Disabled L |
Disabled
Mo database backup will be createc
Automatic
e The "Database backup" function is deactivated when set to "Disable".
e A full backup of the database is defined only once with the "Manual" setting.
e A full backup of the database is defined periodically with the "Automatic™ setting.
Storage types

Only one backup is defined with the "Manual" setting. Once the backup is complete
(status = 100%), the operation is terminated. A recovery from this backup restores the
database with data from the backup timestamp.

A full backup with the current timestamp is created with the "Automatic” setting. In addition,
the backup is repeated cyclically. The timestamp is updated with each backup. The backups
no longer needed are deleted. A backup always represents the current state of the database.
A recovery from this backup restores the database with the latest data from the backup
timestamp. The process is continued.

Storage path

The destination path for the backup is specified in the "Settings" window. The destination path
can be changed manually.

Einstellungen w A

Sicherungstyp: IAutomatisch 'l

Ein aktueller Sicherungssatz wird angelegt und unter dem angegebenen Zielpfad gespeichert. Die fartlaufend aktualisiete D atensicherung stellt den aktuellen
‘wiederherstellungzpunkt fiir die Process Historian Datenbank dar.

Zielptad: ID:\H ecoveryBackups

Einstellungen iibemehmen |

Changing the destination path

1. In the "Destination path" field, enter the desired drive and folder with the database name
as a path.
Example: D:\DatabaseBackup

2. Click "Apply Settings".
In an overview window you will find the steps to be performed after confirmation.
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3. Check this information.

4. Confirm with "OK" of all the entries are correct.
Then, the full backup is performed based on the above specifications.

Storage structure
The structure of the storage depends on whether the backup type is set to "Automatic" or
"Manual".
Setting for automatic
The backup is stored in the specified destination path.
Example:

The Process Historian database has the name "HistorianStorage". As the destination path,
you specified: D:\DatabaseBackup.

The backup is stored in the following destination path:
e D:\DatabaseBackup\HistorianStorage
The following periodic backups are stored in the same destination path.

If you terminate the automatic backup and restart it, all previous backups are deleted in the
specified destination path. The new backups are saved. To prevent the loss of previous
backups, you need to enter a new destination path for restarting the automatic backup.
Setting for manual

The backup is stored in the specified destination path. The current date and time when the
backup is created are part of the name.

Example:

The Process Historian database has the name "HistorianStorage". The backup started on
5/31/2014 at 18:00. The following path and name of the backup is thus formed:

e D:\DatabaseBackup\20140531_1800_HistorianStorage

Manual backups created later can be stored in the same destination path, whereby the data
is not changed or deleted.

Storage device

We recommend you store the database backup on a separate drive.
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The following external drives can be used as a storage medium for database backups:
e USB hard disk
e Network drive via ISCSI. You can find information about ISCSI from Microsoft at:

— http://technet.microsoft.com/de-de/library/ee338476(v=ws.10).aspx (http://
technet.microsoft.com/de-de/librarv/ee338476(v=ws.10).aspx)

Sufficient free space must be available on the selected storage medium in order to perform a
full backup.

Note
Required space

If less than 20 GB are free on the drive, a warning is displayed on the control system.

If less than 10 GB are free on the drive, a process control message is generated and the
creation of the backup is stopped.

Incomplete backups

If the backup type is changed during the creation of the backup, incomplete backups cannot
be resumed. Incomplete backups are unsuitable for recovery.

Redundant system

Recovery

44

The "Database backup" function are used to save the entire database in the form of a backup.
In a redundant system, the mirror takes over this task.

The "Database backup" function is not possible in a redundant system.

Recovery restores the state of the Process Historian that existed at the time the last backup
was started.

You import the recovery with Database Installation Wizard. Select the desired backup and start
the recovery.

Before the recovery process is started, the backup will be checked for completeness. The
recovery is only started when the backup is complete, i.e. the backup status is 100 %.

You can learn about the detailed steps for recovery in the section "Database Installation
Wizard (Page [124)".
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See also

http://technet.microsoft.com/de-de/library/ee338476(v=ws.10).aspx (http://
technet.microsoft.com/de-de/librarv/ee338476(v=ws.10).aspx)
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3.12 SIMATIC Batch Backup/Restore dashboard

Overview

You can use the dashboard to backup and restore the batch data archived by the SIMATIC
Batch server with the Process Historian. The data include the batch information provided by
the SIMATIC Batch server and the runtime information during batch creation.

You can swap out the batch data manually or automatically to backup files. After successful
backup, you can deleted the backed-up batch data from the Process Historian. If you need the
swapped out batch data in the Process Historian again, use "Restore" to make the selected
batch data once again available to OS servers, OS clients or the Information Server.

The archive tags and alarms supplied by the OS computers from the batches are archived in
separate segments in the Process Historian. You backup and remove these segments with
the "Backup/Restore" dashboard.

Requirement
® There are SIMATIC Batch files in the Process Historian.

® The tree view of the plant structure corresponds to the respective batch project.
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Selecting batch data for backup

1. In the "SIMATIC Batch data" navigation pane, select the data you wish to back up from all
archived batch data.
The data are displayed in the following hierarchy:
— SIMATIC Batch system
— Order category
— Order
— Batch
You can expand/collapse and select/deselect individual elements of the hierarchy. The
selection of a parent node also selects all elements below.
2. The table displays the selected batch data with the properties. When you click on the header

of one of the displayed property columns, the entries in the table are sorted according to
this property. The "Backup created" column shows if the respective batches have been
backed up and their status.

P ProcessHintorian - [Comole Roal | Siensens Application Hanagement Cenber \Process Historian Mansgement'\Simalic Batch Backup/Restore] =180
& Datei  SkfSon  Anscht  Fenste 3 =181
e | H
(3 Comsole Aot Satic Batch Backup Flsstore o
= ) Semens Appication Management
- i3 Process Hetoran Maragemert ’ Weltoms 1o the smas batch BadupRestore dashboard
1 "z Anlsgersirtur “ LUpe this dashboard to manage your backups of Process Historan smatic baich data
F e - Systeme
& Diagross
= SicherungMiederhersisiun 5
=] i Bustch selection A
31 - Sagmenterung Smatic hatrh dats repostony + Babch selection
a2 Redundant -
. = [Eed Process Hetonan Arcwe—— a |lllg oy Splem Onder Order Batch name Batch ID Fraduct Master recps 1
5 g, Lsenzenng = g SEE_2101612343:31 (vE_D wersion | |
=1 jigp Cazenbarksidherung = BAl Tere SRR 210161234, [VB_01_01 Tamp | Esch B3 Pare PHI4:5P1
S e = ED o SE8_21076124...[VB_01_01 | Tore terp] Baich 1 JEX | Pt |Przm4sse
E: B.u:1 SBE_2101-61234,, [VE_01_01 Tenp temp1 Batch 2 51 Part PH2014-5P1
B ¥ ah 2 588210161234, [v8_01_01 [ Tomp: tep 1 Batch 3 JE [Parn |Prizma.se1
E :: ;:3 SBE_2107-61234. (VE_01_01 Tenp terp1 [—— % Part PH2014:5P1
B+ B 568 210161234, VB 0101 Tarp = Batch & 5 |pare |Przoiesser
B o st SBE_201-61234... [vE_01_01 Tomp terp [ 35 Pare PH2014+5P1
E & P SE8_ 210161234, VB0V O Tomp = Baeh 7 % [Pt |PHziarsP1
B+ Baich 3 SB8_2101-61234... [VE_01_01 Temp emp1 Batch B 57 Rart PHZDW4+SP1 |
g o e 20T 88210161234, (V0101 | Tem tep Batch § JEL |Pore |PHzni.5P1
T R e SB8_ 210061234, [vE_01_01 Davsrtesn 20185, | 2 Woche Bateh & 51 2are FHIDI4-571
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& 553 Vochs SBE_2101-61234_. [VE_01_01 Dauertes 20145 | 2 Woche Batch§ 54 |pare |Prz01asse1
=] ‘: Eaich 10 SER_210N-61234... (VB_01_0 Dovertent 2014 | 3. Woche Batch 10 55 Paint PHAI4+5P1
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3. Click "Add" to display more data for the displayed batch data which meet specific criteria.

For example, display batches with a specific start time.
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4. Select the check boxes of the criteria by which you wish to filter the batch data. Enter the

specific criteria or select the criterion from the drop-down list. You can use the wildcards
""and "?" in text fields. You do not have to set the wildcards at the beginning or end of an
entered text. An "*" is automatically added here. You cannot use wildcards in number fields

and selection boxes.
Batch filter -

Batch Fiter
[] Starttime  from
[]endtime  from
[] Order category
[] System wersion v
[ Bateh ID
[] Batch name
[ Product
[ Batches infinal state | 'oq

[} Master recaipe

Ok || canesl

5. Click "OK". The batch data which meet the criteria are displayed in the table.

6.

If you want to remove individual rows in the table, click "Remove". Or click "Remove all" to
remove all entries from the table. You can now select batch data once again that you want
to display and back up.

Backing up batch data manually

You can manually back up the batch data displayed in the table. Each batch is stored in its
own, compressed backup file.

1.

In the table, select the rows of the batches with the data you want to back up. Use "Ctrl A"
to select all batch data of the table.

2. In the "Tasks" area, click on the "Backup" button.

48

Enter the path for the backup files in the dialog box. You can select a local directory or a
network drive as backup location.

Click "OK". You cannot execute any other task in the dashboard during backup.
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Result

The batch data are saved to the specified path. The file name of the backed-up batches has
the following components:

e Name of the Batch process cell
e Batch name
e Starttime

The number of backed-up batches is updated in the "Number of batches" area of the
dashboard. The "Backup created" column in the table indicates the state in which the batches
were backed up.

Backing up batch data automatically

You can use a scheduler to automatically back up all batch data archived in the Process
Historian when the archived data have reached the final state in the Process Historian. The
scheduler checks if there are batches to be backed up in the configurable time period. Each
batch is stored in its own, compressed backup file.

1. In the "Tasks" area, click on the "Configure" button. The "Scheduler Configuration" dialog
opens. The configuration refers to all batch data that have reached the final state.

Scheduler configuration -
il Enabled
Batch salection
Batches finished snce |1 o weskis|
Backup ssitings
Tange! path | |
| Dedete sfler successhl backup

Occurance 1 o deyie) ot 094648 2

oK Cancel |

2. Select the "Active" check box so that the scheduler can back up the batches automatically.
If you no longer wish to use the scheduler for an automatic backup, clear the "Active" check
box.

3. In the "Batch selection" area, select the interval as of which the batches archived in the
final state are to be backed up by the scheduler. For example, select all batches for backup
that have reached the final state of archiving one week before the start of the automatic
backup. The backup of the archived batches should be coordinated with the backup of the
segments with the archive tags and alarms of the batches.

4. Enter the path for the backup file. All backup files of the batches are stored in the folder.

5. If you have selected the "Delete after successful backup" check box, the batch data are
removed from the Process Historian after the successful backup.
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6. For "Run", select after how many days and at what time the scheduler is to check if the
criterion for an automatic backup has been met. The archived data which meet the criterion
are then backed up.

7. Click "OK" to save the scheduler configuration.

Result

When the scheduler is active, the batch data are backed up automatically. The status of the
scheduler is displayed as "Active" in the "Tasks" area of the dashboard.

When the scheduler is deactivated, the batch data are not backed up automatically. The status
of the scheduler is displayed as "Inactive" in the "Tasks" area of the dashboard.

You can change the configuration of the scheduler at any time without affecting the ongoing
backup process. The updated scheduler is not used until the next time you run the backup.

Manually deleting backed-up batch data from the Process Historian

Requirement
® The archiving of the batch data has reached the final state in the Process Historian.

® The batch data have been backed up successfully.

Procedure

1. Click "Delete".
The batch data selected in the table are removed from the Process Historian. You cannot
execute any other task in the dashboard during deletion. The batches are removed from
the table and the total number of batches is updated in the "Number of batches" area.

Restoring backed-up batch data
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Requirement
® There are backup files with the batch data to be restored.

® The backed-up batch data are no longer available in the Process Historian.

Procedure
1. In the "Tasks" area, click on the "Restore" button.

2. In the dialog box, select the backup file(s) of the batch data you want to restore.
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3. Click "Open". A window opens to check the properties of the batch data and the path of the

backup file.
Batch Restore Form x|
5BE_2101-612343-33 | VB_01_01 D:\S83_2101-612343-33_Batch 15_60_20150109094542.5p [Batch 15 50 09.01.201508:... |10.01.201505:... |No
SBB_2101-612343-33 |V8_01 01 D:'588_2101-512343-33_Batch 19_6%_20150109094542.20 09.01.201508:,,. |10.01.201506:... |No

4. Select the batches to be restored.

5. Click "OK". You are notified that the segments with the corresponding process values and
messages for the time period will also be restored.

Result

The batch data from the backup file is transferred back to the Process Historian. The restored
data are shown in the table. The "Backup created" column shows the time when the backed-
up batches were restored.

You can now access the restored batch data from the OS server, OS client or the Information
Server.
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4.1 Redundant system

Redundancy
The redundant systems are based on Microsoft SQL Server mirroring.
Process Historian requires a third system to monitor the availability of redundancy: the Witness.

You can assign the Information Server the role of the 'Witness'.

Information Server (Witness)

|

Terminal bus l

o > 1 Gbit { °

Direct connection

PH Master (Principal) PH Standby (Mirror)

Setting up redundancy

You start the Redundancy Wizard using the "Redundancy" dashboard of the Process Historian
Management Console.

You can find additional information in the section 'Dashboard redundancy (Page 38)' as well
as in the Installation Notes for the Process Historian describing how to set up redundancy.

Write rights in the redundant system
Within a redundant system, only the Principal is allowed to write to the Process Historian .

Microsoft SQL Server continuously synchronized the database of the Principal with the Mirror.

Transaction log when a redundant partner fails
If the redundant Mirror fails, all data is stored in the transaction log of the Principal.

The data on the transaction log is synchronized as soon as the partner server is back online.

Size of the transaction log

Depending on the amount of incoming data and the downtime of redundant PC, the transaction
log can grow quickly and become very large.
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See also
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Following synchronization, the transaction log is reduced to its previous size.

If, for example, the Mirror goes down for an extended period of time, the lack of space can
cause the Principal to switch to the "Locked" status. The Process Historian server is then locked
and can no longer be set to "Enabled". The archive data of the OS are buffered in the cache.
The period of caching depends on the space available and the volume of incurred data.

The redundancy synchronization (mirroring) must be switched off to prevent an overflow of the
transaction log and locking of the Principal:

® Manual: You disable the redundancy synchronization in the "Redundancy" dashboard of
the Process Historian Management Console.

e Automatic: The automatic shutdown function is activated in the "Redundancy" dashboard
of the Management Console.

The transaction log is automatically reduced.

You can find additional information about the "Locked" state in the section "Overview
(Page 5)".

Note
Providing sufficient disk space

To avoid data loss due to a lack of space, ensure sufficient disk space:
e Regularly check the current disk space in the "I/O systems" dashboard.

® Determine which automatic mechanisms for reducing the used space can be activated in
the dashboards.

Dashboard redundancy (Page 38)

Overview (Page 5)
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4.2 Redundancy scenarios

Standard behavior of the redundant system
This section describes typical scenarios for a redundant Process Historian system.

Conflict resolution options via the Process Historian Management Console are also described.

Short designations

The following designations are used for better legibility:
® Principal: Process Historian Master

e Mirror: Process Historian Standby

® Witness: Information Server or WinCC Server with Witness components

Conflict management with the Process Historian Management Console
1. Failover (switchover)
— In case of a switchover, the Principal and the Mirror swap roles.
— This switchover is only possible if the systems are synchronized.
2. Disconnect (Disconnect)

— In case of a disconnect, the current Mirror is declared as 'Principal’ even if the systems
are not synchronized at this time.

— A disconnect results in the loss of data that is not synchronized.
— This procedure is only available on the Mirror.

— You should only use this function if the Principal is in an undefined state or if the
automatic failover fails.

3. Remove (Remove)
— Mirroring ends when the redundancy is removed.
— This procedure is only available on the Principal.

— You should only use this function if the Mirror does not respond or is not/will not be
available for a long time.

— This action terminates the growth of the transaction log.

Note
Redundancy switchover
With a redundancy switchover, a time period of a few seconds is missing in the data

management of the Process Historian due to the switchover. This time period is transferred to
the Process Historian after the switch to "Active (Restore)" operating state.

If there is no prompt to restart the systems, the restart cannot be performed manually because
this would cause a loss of data.
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Scenario 1

Scenario 2

Scenario 3

56

The Mirror is temporarily inactive:

N o a ks~ e nhd -

The Principal and the Mirror are active and synchronized.

The Mirror is separated from the network, for example, for maintenance work.
There is no data synchronization between the Principal and the Mirror in this case.
The transaction log on the Principal is growing.

The Mirror is reactivated after a certain time period.

The Principal and the Mirror are in the resynchronization status.

Once the data is synchronized, the two server systems are once again synchronized and
redundant.

The Principal fails:

The Principal and the Mirror are active and synchronized.
The Principal server system fails.

The Mirror queries the Witness to determine if the Witness has an active connection to the
Principal.

If the Witness does not have a connection to the Principal, the Mirror automatically switches
to 'Principal' mode.

If the Witness has an active connection to the Principal, switchover is not performed
automatically.

The pending data from the transaction log is processed before the Mirror switches to
Principal mode.
The operation can take some time.

The connection to the Principal is re-established.
The original Principal now takes on the role of the 'Mirror'.
The Principal and the Mirror are in the resynchronization status.

Once the data is synchronized, the two server systems are once again synchronized and
redundant.

The Witness fails:

1.

The Principal and the Mirror are active and synchronized.

2. The Witness fails.
3.
4

. An automatic switchover is not possible in this case.

A switchover is not necessary, because none of the archiving systems are affected.
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5.
6.

Scenario 4

4.2 Redundancy scenarios

The Witness is active once again.

Automatic switchover is possible once again.

The Mirror is decommissioned and too little memory space is available for the transaction log.
The Principal changes to the "Locked" state:

1.

A

7.
8.
9.

The Principal and the Mirror are active and synchronized.

The Mirror is separated from the network, for example, for maintenance work.
Data synchronization between the Principal and the Mirror does not take place.
The transaction log on the Principal is growing.

The low limit for free memory space for the transaction log is violated:
Less than 10% is free on hard disks with maximum 500 GB, or less than 50 GB is free on
hard disks with more than 500 GB.

. The Principal changes to the "Locked" state.

The archive data of the OS are buffered in the cache. The cached time period depends on
the available memory space and the accumulating volume of data.

The Mirror becomes active once again.
The Principal is unlocked and changes to "Active" state.

The Principal and the Mirror are in the resynchronization status.

10.The transaction log is automatically reduced after completion of the synchronization.

11.The archive data buffered on the OS in the cache is transferred to the Principal.

Scenario 5

The Mirror is decommissioned and too little memory space is available for the transaction log.
The redundancy synchronization is deactivated to ensure operation of the Principal:

1.

A o

The Principal and the Mirror are active and synchronized.

The Mirror is separated from the network, for example, for maintenance work.
Data synchronization between the Principal and the Mirror does not take place.
The transaction log on the Principal is growing.

Redundancy synchronization (Mirroring) is deactivated to prevent an overflow of the
transaction log and a locking of the Principal.

— Manual: You disable the redundancy synchronization in the "Redundancy" dashboard
of the Process Historian Management Console.

— Automatic: The automatic shutdown function is activated in the "Redundancy"
dashboard of the Management Console.

The transaction log is automatically reduced.

7. The Principal is still available.

Process Historian - Administration
System Manual, 04/2015, ASE35713921-AA 57



Redundant system

4.2 Redundancy scenarios

Scenario 6

58

8.
9.

The Mirror becomes active once again.

No synchronization of the data takes place. The Mirroring needs to be set up again.

The Mirror and the Principal are switched off and on in succession:

1.

© N o o

Both servers, Principal and Mirror, are synchronized.

2. The data is redundant and identical on both servers.
3.
4

. The data is still saved on the Principal.

The Mirror is switched off.

The data is no longer synchronized because the Mirror is switched off.
This means the database on both servers is not identical.
The transaction log of the Principal is growing.

The Principal is switched off.
No data can be saved.
The previous Mirror is switched on.

The Mirror works. However, the data of the Mirror cannot be synchronized with the Principal.
To prevent the risk of data loss, there is no automatic switchover from the Mirror for the
Principal in this case.

If you force a manual switchover, the previous Mirror takes over the role of the switched off
Principal.

If the original Principal is switched on once again, it takes over the role of 'Mirror'.

The previously saved data would be deleted in case of a synchronization with the new
'Principal' that is actually missing these databases.

These technical conflicts can be resolved in different ways with the Process Historian
Management Console.
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4.3 Configuring Process Historian Redundancy Service

4.3 Configuring Process Historian Redundancy Service

This chapter describes how to set up the Process Historian redundancy.

Configuring the Process Historian Redundancy Service

The service installation wizard opens when the Process Historian database installation is
completed and the PC has rebooted. In the wizard, enter a user that has been granted access
rights for the Process Historian database of the redundant PC.

1. Follow the wizard instructions and click "Next".

2. In the 'Service configuration' dialog, enter a 'User' and a 'Password' in the "New security
setting" area of the service configuration.
Click "Next".

3. The 'Overview' dialog displays a summary of the configuration.
Verify your entries and complete the process with "Finish".

Note
Process Historian status and licensing status

Before the restart, the status is shown as "Undefined" in the 'Process Historian status' area of
the Management Console.

The license is declared as "Invalid license" in the 'Licensing status' area.
After the restart, the status is synchronized again with the update.

For additional information, see the Installation Notes on the installation DVD and in the
Siemens portal.
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4.4 Setting up Process Historian redundancy

This chapter describes how to set up the Process Historian redundancy.

Setting up redundancy

1. To open the Management Console on the principal (master), select "Start > Programs >
Siemens Automation > SIMATIC > Process Historian > Process Historian Management
Console".

2. Select the 'Redundancy' dashboard in the Explorer.

3. Click "Start redundancy configuration ..." in the 'Redundancy’ area to launch the
configuration wizard.

Process Historian - Administration
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4.4 Setting up Process Historian redundancy

4. In the 'Host configuration' dialog, configure the Process Historian server principal (master)
and mirror (standby), as well as the witness server.
The configuration includes the network adapters that are used by the principal (master) to
run the mirroring.
Configure the SQL server instance for each computer in the following format:

— <Computer name>\<SQLServer instance name>
Assign the following objects from the drop-down menus:
— SAQL Server instance

— Network Adapter

Alternatively, you can enter the <Computer name>\<SQLServer instance name> manually.
Confirm your settings with "Next".

Configuration

Take the following configuration details into account when selecting the required settings.
Principal (master)

The wizard is launched on the Principal, so this is the default entry. This setting cannot be
changed.

— SAQL Server instance:
<Computer name>\<SQLServer instance name>
The SQL Server instance for PH server is "HISTORIAN".

— Network adapter:
Selection of a dedicated redundancy link.

Mirror (standby)

— SAQL Server instance:
Selection from the drop-down menu. If necessary, you can reload the list using the
"Refresh" button.

— Network adapter:
Selection similar to the dedicated redundancy link of the principal.

Witness server

— SAQL Server instance:
Selection from the drop-down menu. If necessary, you can reload the list using the
"Refresh" button.
The instance depends on the base of the witness server, Information Server or WinCC.
The instance is named "INFSERVER" or "WINCC" respectively.

— Network adapter:
Selecting the terminal bus link.

5. Specify the ports and required firewall settings in the "TCP port settings" dialog.
Accept the Process Historian defaults. The firewall settings specified in the setup are now
taken into account.

Note

The default settings are edited if the proposed resources are already in use by a different
application.

You can find more detailed information on the firewall settings in the section Firewall
settings (Page 134).
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See also

62

6. A plausibility check of your configuration is performed in the 'Validation' dialog. This dialog

is also used to validate the connectivity of the configured servers and paths. The action
currently performed is indicated via a log in the "Validation" area.

Click "Rerun" to restart a possibly interrupted validation process.

Confirm the successful validation with "Next".

. The "Overview" dialog displays a summary of the completed settings. Verify these settings.

Start the configuration process with "Next".
Click "Previous" to correct any incorrect entries.

. The prepared configuration of redundancy on the principal, mirror, and witness servers is

executed in the "Execution" dialog.

The new configuration is set up in a step-by-step process. The log of actions is displayed
in the "Setup actions" area.

Certain setup actions may take a longer time depending on the size of the Process Historian
database.

We distinguish between the following processes:

"Fast data backup and restore";
This process generates a complete backup copy of the principal database and
simultaneously restores it on the mirror.

— "Fast transmission of the transaction log":
This process generates and synchronously restores a backup of the transaction log.

Click "Rerun" to restart a possibly interrupted configuration process.

Firewall settings (Page 134)
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5.1 Overview

Introduction
This section describes the migration of the following projects to the current Process Historian:
e WinCC V7
® Central Archive Server (CAS)
® StoragePlus
® Process Historian

You can find a compilation of migratable data sources in the following graphic.

WincC 8 online

supported versions:

I

| * PCS7V7.0/WinCCV 6.2 and higher

| o related StoragePlus/CAS V 1.2 and higher
I

WinCC Backups

% % offline

'Yvy

DB Migration Wizard

StPlus/ online
CAS 8

Process Historian 8

StPlus/CAS Backups

I
|
|
|
L——— > % % offline

You can migrate process data from the following sources:
1. CAS project online (Page 65)
. CAS project backup (Page 70)

2

3. WinCC project online (Page 74)
4. WinCC project backup (Page 78)
5

. Process Historian project online (Page 83)
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5.1 Overview

The data from the CAS and WinCC sources can be migrated online and offline. The data from
the Process Historian source can only be migrated online.

System requirements
The computer with which you perform the migration must meet the following conditions:
® The hardware requirements from the installation instructions must be met.
® The software requirements from the installation instructions must be met.
® The Process Historian must be enabled.
® The free space on the drive must be large enough to accommodate the new data.
® The latest version of the Process Historian must be installed.
® The required licenses must be available.
® Online segments can only be migrated if the corresponding output system is active.

e Backup segments can only be migrated if the backup files are available in the destination
path.

Process Data Migrator

To migrate data, open the Process Data Migrator service. The Process Data Migrator is
installed together with the Process Historian on the same computer.

The Process Historian must be started in order to start the Process Data Migrator.
The migration procedure is very similar in the five scenarios, but differs somewhat in detail:
1. First, select the data source and the segment type.

2. Select the path and the data segments. The data segments consists of tag values and
alarm data.

3. Select the desired data and start the migration process.

4. Before starting the actual migration process, a summary screen is displayed, which you
should check.

5. If all the data are correct, start the migration process.
6. An overview with green check mark indicates the current progress of the migration.

7. If all entries are checked green, the migration is complete and the migrated data are
available to you.

Note
Migration time

Depending on the data volume, the time needed for the migration may take from a few minutes
to several days.
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5.2 Migrating

5.2 Migrating

5.2.1 CAS project online

Migrating CAS project online
1. Start the Process Data Migrator.

2. Select the source and the segment type.
In this example, online segments of a StoragePlus project or CAS project are migrated.
= % Process Historian Datenbankmigrationsassistent 1Ol

Quelle

Wahlen Sie die Quelle und den Segmenttyp aus.

— 1. Quelle wahlen

SIMATIC ¥ StoragePlus / CAS
Process Historian " Wincc /PCS 705

" Process Historian
SLALPELILIELILAEAEATY

— 2. Segmenttyp auswahlen

& Online
" Backup

Abbrechen | Vorherige | Machste I Fert’gstellenl

3. The dialog for the source path shows the available SQL instances in the network.
Select the required computer in the selection list.
The available projects are displayed. Two OS, OS(6) and OS(7), are in use in this example.
The data from the OS(6) are to be migrated.
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5.2 Migrating

4. Select the required project.
Process Historian Datenbankmigrationsassistent

Projekt

Wahlen Sie das Projekt aus, das migriert werden sall.

=101 ]

— 1. Auswahl des Host-Rechners und der SQL Server-Instanz
SIMATIC |WALDIO3WINCC | -~ |
(TR INCIENY 5 ciyageplus/ CAS-Projekt auswahlen
CC_waldi03_13_03_01_08_56_59 =1 o) |
AILEPLIIPEIIIIIIE47
— 3. Gilltige WinCC/ PCS 7 OS Projekte auswahlen
| Projekiname | symbolischer Hostname | Host 1 | Host 2 | Bereit zu mig
0s(6) 05(5)_SYSINT_02 SYSINTO1 SYSINTOZ Ja
0O ostn 05(7)_SYSINT_05 SYSINTOS SYSINTOS Ja
4] | i
Abbrechen Vorherige | MNachste I Fertigstellen |
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5.2 Migrating
5. Select the segments you want to migrate.
Disable all other segments.
Three data segments of the Tag Logging type were selected in this example.
storian Datenbank tionsassistent 10l x|
Segmente
Wahlen Sie zum Migrieren Online-Segmente aus.
—Segmente auswahlen
SIMATIC L | starten [ Ende [12]
: z [0 waLDIDZ_WALDID3 TLG_F_201203271900_201203230300 2012-03-2719:00  2012-03-2808:00  T—
Process Historian ] WALDIO3 waldio3_ALG_201203281000_201203281331 2012-03-28 10:00 20120328 19:31 A
WALDIO3_WALDIO3 TLG_F_201303150800_201303152140 2013-03-1508:00  2013-03-1521:40 T
PEILIEIIIIIIIIIII I WALDIO3_WALDIO3 TLG_S_201303150734_201303152000 2013-03-1507:34  2013-03-1520:00 T
WALDIO3_WALDIO3 TLG_S_201303151934 201303160300 2013-03-1519:3¢  2013-03-1608:00 T
[0 waLDID3_WALDIO3_TLG_F_201303152000_201303160940 2013-03-1520:00  2013-03-1609:40 T
O 2013-03-16 08:00  2013-03-1621:40 T
O 01 0_20130 57 2013-0 0

O wALDIOZ_WALDIO3_TLG_5_201303160734_201303162000
[ wALDIOZ WALDIO3 TLG_S_201303161934 201303170800
O waLDIOZ_waldio3_ALG_201303162000_201303171056

[0 waLDIO3_WALDIO3_TLG_F_201303162000_201303170940
O wALDIOZ_WALDIO3_TLG_F_201303170800_201303172140
[0 wALDIO3 waldio3_ALG_201303170800_201303172257

[ wALDIO3_WALDIO3_TLG_5_201303170734_201303172000
[0 waLDIO3 WALDIO3 TLG_S_201303171934_201303130800
O wALDIOZ waldio3_ALG_201303172000_201303181056

[0 waLDIO3_WALDIO3_TLG_F_201303172000_201303180940
[ wALDIOZ WALDIO3 TLG_F_201303150800_201303182140
[0 wALDIOZ waldio3_ALG_201303130800_201303182255

[ wALDIOZ WALDIO3 TLG_S_201303180734_201303182000
O wALDIOZ_WALDIO3_TLG_5_201303151934_201303190800

:—I|.A...

2013-03-16 07234
2013-03-16 19:34
2013-03-16 20:00
2013-03-16 20;00
2013-03-17 08:00
2013-03-17 08:00
2013-03-17 0734
2013-03-17 19:34
2013-03-17 20:00
2013-03-17 20;00
2013-03-13 08:00
2013-03-18 08:00
2013-03-13 07:34
2013-03-18 19:34

2013-03-16 20:00
2013-03-17 08:00
2013-03-17 10:586
2013-03-1709:40
2013-03-17 21:40
2013-03-17 22:57
2013-03-17 20:00
2013-03-18 08:00
2013-03-18 10:56
2013-03-18 09:40
2013-03-18 21:40
2013-03-18 22:58
2013-03-18 20:00
2013-03-15 08:00

I_'-—|—|:u-—|—|h—|—|:u-—|—|:u-—|—|'
4

Abbrechen

Vorherige | Machste I Ferh’gstellenl
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5.2 Migrating

6. Check the displayed summary of the migration.
If the summery is correct, start the migration.

rocess Historian Datenbankmigrationsassistent - |EI|1|

Ubersicht
Bitte dberprifen Sie die gewahlten Einstellungen und starten Sie die Datenbankmigration.

— Summary

SIMATIC Diese Zusammenfassung zeigt die ausgewshlten Einstellungen und die daraus resultierenden Auswirkungen. Wenn Sie diese ;l
Einstellungen &ndern wollen, gehen Sie zuriick zum entsprechenden Dialog und passen die Konfiguration an.
Process Historian Ein aktiviertes StoragePlus/ CAS-Projekt ist ausgewshlt.
Projektname: WALDIO3
Hostname: WALDIO3
Symbolischer Serverpaar-Mame;
Proj_CAS_waldio3
Einbezogene WinCC-f PCS 7-05
- 05{6) (SYSINTO1 ,05(5)_SYSINT_02)

LPEEEI LI

Zu migrierende Segmente:
- WALDIO3_WALDIO3_TLG_F_201303150800_201303152140 {TacloggingFast)
- WALDIOZ_WALDIO3_TLG_S_201303150734_201303152000 {TagLoaginagSlow)
- WALDIO3 WALDIO3 TLG_S_201303151934 201303160300 {TagLoagingSlow)

Die Prozessdaten der gewshlten WinCC-/ PCS 7-05 sind aus den gewshlten Segmenten in die Process Historian Datenbank migriert.
Stellen Sie sicher, dass ausreichend freier Speicherplatz fiir die zu erstellenden Process Historian Segmente wéhrend des
Migrationsprozess zur Verfigung steht.

Achtung: Nach dem Start des Datenbank-Migrationsprozesses kiinnen die Anderungen nicht wieder riickgéngig gemacht werden,

[

Abbrechen | \iorherige | Fertigstellenl

7. The migration progress is displayed.
When the migration has been completed, exit the Process Data Migrator with "Finish".
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5.2 Migrating

~=10| x|

Datenbankmigrationsassistent

Migration
Migration in Bearbeitung.

SIMATIC
Process Historian

Il il

— Aktivitsten
Projekt | segment | Aktion |:
@ WALDIOS 15.03.2013 07:34:00 to 16.03.2013 08:00:00 Segmentierung anhalten.
(& waALDIO3 15,03.2013 07:34:00 to 16.03,2013 08:00:00 Zusatzliche Segmente erstellen.
@ WALDIOS 15.03.2013 07:34:00 to 15.03,2013 08:00:00 Segmentierung aktivieren.
(& waALDIO3 Pause segmentation(0) Segmentierung anhalten.
@ 0s(8) WALDIO3_WALDIO3_TLG_S5_201303150734_201303152000 Aktuelle Migrationsparameter ab. ..
@ osE) WALDIO3_WALDIOZ_TLG_S_201303150734_201303152000  Abfrage der WinCC Variablen
@ 0s(8) WALDIO3_WALDIO3_TLG_S5_201303150734_201303152000 Zusatzliche Segmente erstellen.
»oss) \WALDIO3 WALDIOZ TLG_S_201303150734 201303152000  Zuagriff auf Datenquellenknoten ...
.,'_',\' 0s(8) WALDIO3_WALDIO3_TLG_S5_201303150734_201303152000 Variablen migrieren.
@ osE) WALDIO3 WALDIOZ TLG_F_201303150800_201303152140  Aktuelle Migrationsparameter ab...
@ 0s(8) WALDIO3_WALDIO3_TLG_F_201303150800_201303152140 Abfrage der WinCC Variablen
@ osE) WALDIO3_WALDIOZ TLG_F_201303150800_201303152140  Zusitzliche Segmente erstellen.
¥ os(8) WALDIO3_WALDIO3_TLG_F_201303150800_201303152140  Zugriff auf Datenquellenknoten ...
(W os(s) WALDIO3 WALDIOZ TLG_F_201303150800_201303152140  Variablen migrieren.
@ os(s) WALDIO3_WALDIO3_TLG_5_201303151934_201303160800  Aktuelle Migrationsparameter ab. ..
@ osE) WALDIO3_WALDIOZ TLG_S_201303151934 201303150800  Abfrage der WinCC Variablen
@ os(s) WALDIO3_WALDIO3_TLG_5_201303151934_201303160800  Zusitzliche Segmente erstellen.
Q) 0s(8) WALDIO3_WALDIO3_TLG_S5_201303151934_ 201303160800 Zugriff auf Datenguellenknoten ...
(1) 05(8) WALDIO3_WALDIOZ_TLG_5_201303151934_201303160800  Variablen migrieren,
(W WALDIO3 Finish segmentation pause({0) Segmentierung aktivieren.
q | »l
Vorherige | Machste | Fertigstellen |

Result
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5.2 Migrating

5.2.2 CAS project backup

Migrating CAS project backup
1. Start the Process Data Migrator.

2. Select the source and the segment type.
In this example, backup segments of a StoragePlus project or CAS project are migrated.
=} Process Historian Datenbankmigrationsassistent 1ol =l

Quelle

wahlen Sie die Quelle und den Segmenttyp aus.

— 1. Quelle wahlen

SIMATIC % StoragePlus / CAS
Process Historian € WinCC /PCS 705
" Process Historian
PELELEIIIELELILLLIEY

— 2. Segmenttyp auswahlen
" Online
{* Backup

Abbrechen | Vorherige | Machste I Ferh’gstellenl

3. In the following dialog, select the "Add segments" or "Add folders" entry under "Add" in the
shortcut menu of the displayed field.
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70 System Manual, 04/2015, A5E35713921-AA



Migration
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4. Select the required segments and confirm with "Open".
In this example the Alarm Logging segment "SYSINTO06" is migrated from the project OS(7).

rocess Historian Datenbankmigrationsassistent i ]
Segmente
Wahlen Sie gesicherte Segmente zum Migrieren aus.
—Segmente auswahlen
o 2 SYSINTO6_OS(7)_ALG_201306211127_201306211157 2013-06-21 11:27 2013-06-21 11:57 Alarm
Process Historian
PP PIA IR PP,
1 | ]
Abbrechen | Vorherige | Machste I Fertigstelen |

5. The Process Data Migrator indicates that the segment was found in the backups.
Click in the "Project in PH" column to assign the storage location for the migrated project.

WIinCC f PCS 7 05 Projekt, das in den Sicherungen gefunden wurde, den Zielprojekten zuweisen, die in Process Historian gefunden wurden,

Projekte zuweisen
SIMATIC WiInCC Hostmame [/ WinCC Projekt in Sicherungen gefunden. | Projekt in PH |
: 2 SYSINTOG } OS(7) {Klicken Sie hier, um das Projekt zuzuweisen)
Process Historian
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6. The plant structure opens.
Select the path in which you want to save the migrated project.

~lolx|

Anlagenstruktur

O o Willkommen beim Anlagenstruktur-Dashboard

' wince/ pcs 7 05 Projekt wahlen

Detaillierte Information zur Anlagenstruktur

—Projekte —Detaillierte Information
Eﬁ QOrganisationsaufbau
=114 Zander Mame: IOSU’J
Typ: |wincc / os-Projekt =
Beschreibung:

The selected path is displayed.

WinCC § PCS 7 05 Projekt, das in den Sicherungen gefunden wurde, den Zielprojekten zuweisen, die in Process Historian gefunden wurden, u

Projekte zuweisen

SIMATIC

Process Historian
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Ubersicht

SIMATIC
Process Historian

I i

Process Historian Datenbankmigrationsassistent

5.2 Migrating
7. Check the displayed summary of the migration.
If the summery is correct, start the migration.
_iol x|
Bitte Uberpriifen Sie die gewshlten Einstellungen und starten Sie die Datenbankmigration.
— Summary
Diese Zusammenfassung zeigt die ausgewahlten Einstellungen und die daraus resultierenden Auswirkungen. Wenn Sie diese ;I
Einstellungen &ndern wallen, gehen Sie zuriick zum entsprechenden Dialog und passen die Konfiguration an.
Einbezogene WinCC-/ PCS 7-05
-0s(7
Zu migrierende te:
- 5YSINTO6_O5{7)_ALG_201306211127 201306211157 {AlarmLogging)
Die Prozessdaten der gewdhlten WinCC-f PCS 7-05 sind aus den gewahlten Segmenten in die Process Historian Datenbank migriert.
Stellen Sie sicher, dass ausreichend freier Speicherplatz fiir die zu erstellenden Process Historian Segmente wahrend des
Migrationsprozess zur Verfugung steht.
Achtung: Nach dem Start des Datenbank-Migrationsprozesses kiinnen die Anderungen nicht wieder riickgangig gemacht werden,
I
Abbrechen | Vorherige | Start! I Fertigstellen |

Migration
Migration in Bearbeitung.

SIMATIC
Process Historian

IEEEIIPEIEER PRI

Process Historian Datenbankmigrationsassistent

8. The migration progress is displayed.

When the migration has been completed, exit the Process Data Migrator with "Finish".

=101 x]

— Aktivitsten

| Projekt [ segment | Aktion [z
@ 21.06.,2013 11:27:00 to 21.06.2013 11:57:00 Segmentierung anhalten.
=) 21.06.2013 11;27:00 to 21.06,2013 11:57:00 Zusatzliche Segmente erstellen,
D] 21.06.2013 11:27:00 to 21.06.2013 11:57:00 Segmentierung aktivieren.
) Pause segmentation{) Segmentierung anhalten,
) os(7) SYSINTOS_OS(7)_ALG_201306211127_201306211157 Aktuelle Migrationsparameter ab. ..
:;'_") O5(7) SYSINTOS_OS(7)_ALG_201306211127_201306211157 WinCC Segment kopieren und a...
_l_l) 05(7) SYSINTOE_OS(7)_ALG_201306211127 201306211157 Abfrage der WinCC Meldungen
'J_") O5(7) SYSINTOS_OS(7)_ALG_201306211127_201306211157 Zusatzliche Segmente erstellen.
) 0s(7) SYSINTOE_OS(7)_ALG_201306211127_201306211157 Zugriff auf Datenguellenknoten ...
'J_") O5(7) SYSINTOS_OS(7)_ALG_201306211127_201306211157 Alarme Migrieren
) 0s(7) SYSINTOE_OS(7)_ALG_201306211127_201306211157 Sicherungssegment trennen
D) Finish segmentation pause{0) Segmentierung aktivieren,
1 | 2

Abbrechen I Worherige | N&chste | Fertigstellen |
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5.2 Migrating
Result

The selected data has been migrated to the current Process Historian database.
5.2.3 WinCC project online

Migrating a WinCC project online
1. Start the Process Data Migrator.

2. Select the source and the segment type.
In this example, online segments of a PCS 7 project or WinCC project are migrated.

:* Process Historian Datenbankmigrationsassistent 10l x|

Quelle

wahlen Sie die Quelle und den Segmenttyp aus.

— 1. Quelle wahlen
SIMATIC " StoragePlus [ CAS
Process Historian + WinCC /PCS 705

 Process Historian
LELPPLIL IS ELAEA Y

— 2. Segmenttyp auswahlen
" Online
" Backup

Abbrechen Yorherige | Machste I Fertigetellen
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5.2 Migrating

3. The dialog for the source path shows the available SQL instances in the network.
Select the PC with the required project from the selection list.
The selected WinCC project is displayed in the entry field.

rocess Historian Datenbankmigrationsassistent i ]

Projekt

Wahlen Sie das Projekt aus, fir das Segmente migriert werden sallen.

WinCC Maschine und SQL Server Instanz wahlen

SIMATIC e : -1

LEETIIIITIIPAII1YY

Abbrechen Vorherige | Machste I Fertigstelen
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5.2 Migrating

4. Select the segments you want to migrate.

Disable all other segments.

Three data segments of the Tag Logging type and two data segments of the Alarm Logging

type were selected in this example.

tenbankmigrationsassistent

Segmente

SIMATIC
Process Historian

ILELPEEE P EEI TP

Wahlen Sie zum Migrieren Online-Segmente aus.

=101x]

—Segmente auswahlen

MName

| starten

| Ende

[

[ svsinTos_05(7)_ALG_201406141000_201406141300

2014-06-14 10:00

2014-06-14 13:00

O sysiNTOs_0S(7)_TLG_F_201406141000_201406141300
O svsINT08_0S(7)_TLG_5_201406 140923_201406141243
O sysINTOs_0S(7)_TLG_5_201406141223_201406141543
O 5Y5INTOS_0S(7)_TLG_F_201406141300_201406141600
SYSINTOS_OS5(7)_ALG_201406141300_201406 141500
SYSINTOS_OS5(7)_ALG_201406141600_201406141300
SYSINTOS_OS(7)_TLG_F_201406141600_201406 141500
SYSINTOS_OS(7)_TLG_5_201406141523_201406141543
SYSINTOS_OS(7)_TLG_5_201406141823_201406142143
SYSIN TLC 4061419 1406142200

O B&d

2014-065-14 10:00
2014-06-1409:23
2014-06-14 12:23
2014-06-14 13:00
2014-065-14 13:00
2014-06-14 15:00
2014-06-14 15:00
2014-06-14 15:23
2014-05-14 18:23
2014-06-14 1¢

2014-06-14 13:00
2014-06-14 12148
2014-06-14 15:48
2014-06-14 16:00
2014-06-14 16:00
2014-06-14 15:00
2014-06-14 15:00
2014-06-14 153:48
2014-06-14 2148

Varherige | Machste I Fertigstellen
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Migration

5.2 Migrating
5. Check the displayed summary of the migration.
If the summery is correct, start the migration.
Process Historian Datenbankmigrationsassistent 10l x|
Ubersicht
Bitte Uberpriifen Sie die gewshlten Einstellungen und starten Sie die Datenbankmigration.
— Summary
SIMATIC Diese Zusammenfassung zeigt die ausgewahlten Einstellungen und die daraus resultierenden Auswirkungen. Wenn Sie diese ;I

Einstellungen &ndern wallen, gehen Sie zuriick zum entsprechenden Dialog und passen die Konfiguration an.
Process Historian Ein aktiviertes WinCC/ PCS 7 O5-Projekt ist ausgewahit.
Projektname: 05(7)

Hostname: SYSINTOG

Symbolischer Serverpaar-Name:

Os(7)_SYSINT_06

I i

Zu migrierende Segmente:
- SYSINTO6_O5{7)_ALG_201406141300_201406141600 (AlarmLogging)
- 5YSINTO6_O5{7)_ALG_2014061415600_201406141900 {AlarmLogging)
- SYSINTOE_OS(7)_TLG_F_201406141600_201406141900 {TagloggingFast)
- SYSINTOS_OS(7)_TLG_S_201406141523_201406141848 (TagloggingSlow)
- SYSINTO6_OS(7)_TLG_5_201406141823_201406142148 {TagloggingSlow)

Die Prozessdaten der gewahlten WinCC-/ PCS 7-05 sind aus den gewahlten Segmenten in die Process Historian Datenbank migriert.
Stellen Sie sicher, dass ausreichend freier Speicherplatz fiir die zu erstellenden Process Historian Segmente wahrend des
Migrationsprozess zur Verfilgung steht.

Achtung: Nach dem Start des Datenbank-Migrationsprozesses kiinnen die Anderungen nicht wieder riickgangia gemacht werden,

I

Fertigetellen |

6. The migration progress is displayed.
When the migration has been completed, exit the Process Data Migrator with "Finish".

Process Historian Datenbankmigrationsassistent o [ 4|
Migration
Migration in Bearbeitung.
SIMATIC [ = L
P Hi 3 14.06.2014 13:00:00 to 14.06.2014 21:45:00 Segmentierung anhalten.
rocess Histonan 14.06.2014 13:00:00 to 14.06.2014 21:43:00 Zusétziche Segmente erstellen,
14.06.2014 13:00:00 to 14.06.2014 21:43:00 Segmentierung aktivieren.
Ll Pause segmentation(0) Segmentierung anhalten.
SYSINTOS_OS(7)_ALG_201406141300_201406 141600 Mach der Erstsynchronisierung ...
SYSINTO6_OS(7)_TLG_5_201405141523_201405141348 Mach der Erstsynchronisierung ...
SYSINTO6_0S(7)_TLG_F_201405141600_201405141900 Mach der Erstsynchronisierung ...
SYSINTOE_OS(7)_ALG_201406141600_201406141900 Mach der Erstsynchronisierung ...
SYSINTOE_OS(7)_TLG_S_201406141823_201406142148 Mach der Erstsynchronisierung ...
Finish segmentation pause{0) Segmentierung aktivieren,
1] | |
Varherige | [arhste | Fertigstellen |
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5.2 Migrating
Result

The selected data has been migrated to the current Process Historian database.
5.24 WinCC project backup

Migrating WinCC project backup
1. Start the Process Data Migrator.

2. Select the source and the segment type.
In this example, backup segments of a PCS 7 project or WinCC project are migrated.

:5 Process Historian Datenbankmigrationsassistent - |E||5|

Quelle

Wahlen Sie die Quelle und den Segmenttyp aus.

— 1. Quelle wahlen
SIMATIC " StoragePlus  CAS

Process Historian ¥ WinCC /PCS 705

" Process Historian
Tl iy

— 2. Segmenttyp auswahlen
" online
' Badwp

Abbrechen | Vorherige | Machste I Fert’gstellenl

3. In the following dialog, select the "Add segments"” or "Add folders" entry under "Add" in the
shortcut menu of the displayed field.

Process Historian - Administration
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Migration

Segmente

SIMATIC
Process Historian

ILELEEIEIEIEEI PP

Process Historian Datenbankmigrationsassistent

Wahlen Sie gesicherte Segmente zum Migrieren aus,

5.2 Migrating
4. Select the required segments and confirm with "Open".
=10x]
— Segmente auswahlen

Name | starten | Ende | Typ
SYSINTO1_O5(5)_ALG_201403110700_201403110%00 2014-03-11 07:00 2014-03-11 02:00 Alarm
SYSINTO1_OS(6)_ALG_201403110900_201403110901 2014-03-11 09:00 2014-03-1109:01 Alarm
SYSINTO1_O5(5)_TLG_F_201401131451_201401131500 2014-01-13 14:51  2014-01-13 15:00 Tagli
SYSINTO1_OS(6)_TLG_F_201401140900_201401140916 2014-01-14 09:00 2014-01-1409:16 TagLi
SYSINTO1_0S(6)_TLG_F_201401160700_201401160706 2014-01-16 07:00 2014-01-16 07:06 Tagli
SYSINTO1_OS(6)_TLG_F_201401200900_201401200950 2014-01-20 09:00 2014-01-20 09:50 TagLi
SYSINTO1_0S(6)_TLG_F_201401230900_201401231100 2014-01-28 09:00 2014-01-28 11:00 Tanli
SYSINTO1_OS(6)_TLG_F_201401281100_201401281247 2014-01-28 11:00 2014-01-28 12:47 Tagli |
SYSINTO1_0S(6)_TLG_F_201401231247_201401231249 2014-01-28 12:47 2014-01-28 12:49 Tanli
SYSINTO1_OS(6)_TLG_F_201401300500_201401300632 2014-01-30 05:00 2014-01-30 06:32 TaglLi
SYSINTO1_0S(6)_TLG_F_201402130935_201402130955 2014-02-13 09:35 2014-02-13 09:55 Tanli
SYSINTO1_05(5)_TLG_F_201402130955_201402131001 2014-02-13 03:55 2014-02-13 10:01  Tagl
| | i

Abbrechen | Varherige | Machste I Ferh’gstellenl

5. The Process Data Migrator indicates that the segment was found in the backups.
Click in the "Project in PH" column to assign the storage location for the migrated project.

WinCC / PCS 7 05 Projekt, das in den Sicherungen gefunden wurde, den Zielprojekten zuweisen, die in Process Historian gefunden wurden,

SIMATIC
Process Historian

Prajekte zuweisen

WinCC Hostname / WiInCC Projekt in Sicherungen gefunden.

SYSINTO6 |\ OS(7)

Process Historian - Administration
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Migration

5.2 Migrating

6. The plant structure opens.
Select the path in which you want to save the migrated project.

Willkommen beim Anlagenstruktur-Dashboard
WIinCC/ PCS 7 O5 Prajekt wahlen

The selected path is displayed.

Process Historian - Administration
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5.2 Migrating

. % Process Historian Datenbankmigrationsassistent - | [m| | ll

Projektzuordnung

WinCC f PCS 705 Projekt, das in den Sicherungen gefunden wurde, den Zielprojekten zuweisen, die in Process Historian gefunden wurden,

Sy e
Process Historian

WinCC Hostname / WinCC Projekt in Si funden. Proj
NTO

ILELEEEE P I P

Abbrechen Varherige | Nachste I Fertigstellen

Process Historian - Administration
System Manual, 04/2015, ASE35713921-AA 81
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5.2 Migrating

7. Check the displayed summary of the migration.
If the summery is correct, start the migration.

Process Historian Datenbankmigrationsassistent

Ubersicht
Bitte Uberpriifen Sie die gewshlten Einstellungen und starten Sie die Datenbankmigration,

=10 %]

—Summary

Diese Zusammenfassung zeigt die ausgewahlten Einstellungen und die daraus resultierenden Auswirkungen. Wenn Sie diese ;I
Einstellungen andern wollen, gehen Sie zurick zum entsprechenden Dialog und passen die Konfiguration an.

SIMATIC

Process Historian
Einbezogene WinCC-/ PCS 7-05

-0s(8)

Zu migrierende Segmente:

- SYSINTO1_OS(8)_ALG_201403110700_201403110900 (AlarmLogging)

- SYSINTO1_05(5)_ALG_201403110900_201403110901 {AlarmLogging)

- SYSINTO1_OS(6)_TLG_F_201401131451_201401131500 {TagloggingFast)
- SYSINTO1_OS(6)_TLG_F_201401140900_201401140916 (TagloggingFast)
- 5YSINTO1_OS(6)_TLG_F_201401160700_201401160706 {TagloggingFast)
- 5YSINTO1_0S(6)_TLG_F_201401200900_201401200950 {TagLoggingFast)
- SYSINTO1_05(6)_TLG_F_201401280900_201401281100 (TaglLoggingFast)
- SYSINTO1_OS(5)_TLG_F_201401281100_201401281247 (TagLoggingFast)
- 5YSINTO1_OS(8)_TLG_F_201401281247 201401281249 (TagloggingFast)
- 5YSINTO1_OS(5)_TLG_F_201402130955_201402131001 {TagLoggingFast)

Il i

Die Prozessdaten der gewahlten WinCC-f PCS 7-05 sind aus den gewahlten Segmenten in die Process Historian Datenbank migriert.
Stellen Sie sicher, dass ausreichend freier Speicherplatz fiir die zu erstellenden Process Historian Segmente wahrend des
Migrationsprozess zur Verfligung steht.

Achtung: Nach dem Start des Datenbank-Migrationsprozesses kinnen die Anderungen nicht wieder riickaéngig gemacht werden. LI

Abbrechen | Varherige | Start! I Fertigstellenl

8. The migration progress is displayed.
When the migration has been completed, exit the Process Data Migrator with "Finish".

ian Datenbankmigrationsassistent 1Ol =l
Migration
Migration in Bearbeitung,
— Aktivitsten
SIMATIC Projekt = == [ 2
$ : <] 13.01.2014 14:51:00 to 11.03.2014 09:01:00 Segmentierung anhalten,
Process Historian <] 13.01.2014 14:51:00 to 11.03.2014 09:01:00 Zus&tzliche Segmente erstellen.
@ 13.01,2014 14:51:00 to 11.03.2014 09:01:00 Segmentierung aktivieren,
ALLELIL LIRS EEE Y iy Pause segmentation (D) Segmentierung anhalten, fan
() 05(8) SYSINTO1_O5(6)_TLG_F_201401280900_201401231100 Aktuelle Migrationsparameter ab...
.,'_') 05(8) SYSINTO1_0S{e)_TLG_F_201401280900_201401281100 WinCC Segment kopieren und a...
J_') 05(8) SYSINTO1_OS{6)_TLG_F_201401280500_201401231100 Abfrage der WinCC Variablen
.,'_') 05(8) SYSINTO1_0S{e)_TLG_F_201401280900_201401281100 Zusatzliche Segmente erstellen.
() 0s(s) SYSINTO1_O5{6)_TLG_F_201401280900_201401281100 Zugriff auf Datenquellenknoten ...
.,'_') 05(8) SYSINTO1_0S{e)_TLG_F_201401280900_201401281100 Variablen migrieren.
i os(s) SYSINTO1_0S{6)_TLG_F_201401280500_201401231100 Sicherungssegment trennen
.,'_') 05(8) SYSINTO1_0S{e)_TLG_F_201401200900_201401200950 Aktuelle Migrationsparameter ab...
_l_l,‘ 0s(6) SYSINTO1_0S{6)_TLG_F_201401200500_201401200950 WinCC Segment kopieren und a...
.,'_') 05(8) SYSINTO1_OS{8)_TLG_F_201401200900_201401200950 Abfrage der WinCC Variablen
_l_l,‘ 0s(6) SYSINTO1_0S{6)_TLG_F_201401200500_201401200950 Zusétzliche Segmente erstellen.
J_') 05(8) SYSINTO1_OS{6)_TLG_F_201401200500_201401200950 Zugriff auf Datenguellenknoten ...
_I_II,‘ 0s(6) SYSINTO1_0S{6)_TLG_F_201401200500_201401200950 Variablen migrieren. il
4 »

Abbrechen

Vorherige |

[Nachste | Fert’gstellenl
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Migration

Result

The selected data has been migrated to the current Process Historian database.

5.2.5 Process Historian project online

5.2 Migrating

To transfer a Process Historian project to another PC, for example, because the new hardware

is more powerful, use the "Process Historian" migration.

Since the time settings for the segmentation can be changed during the switch to another PC,

always use the migration function for the move.

This function is only available for databases that have been created with Process Historian

2014 or later.

Migrating Process Historian database

Quelle

SIMATIC
Process Historian

IEPIITIEIII I IPAY

1. Close the process Process Historian in the Process Historian management console on the

source PC with "Shut down".

2. Start the Process Data Migrator on the destination PC.

3. Select the source "Process Historian".

;* Process Historian Datenbankmigrationsassistent

Wahlen Sie die Quelle und den Segmenttyp aus.

=10

— 1. Quelle wahlen
" StoragePlus [ CAS
" wWinCC /PC5 705
' Process Historian

— 2. Segmenttyp auswahlen

& Online
) Backup

Abbrechen

Vorherige | Machste I Fertigstellen
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5.2 Migrating

4. The dialog for the source path shows the available SQL instances in the network.
Select the source PC in the selection list.

. 5 Process Historian Datenbankmigrationsassistent o ]

Projekt

Wahlen Sie das Projekt aus, fir das Segmente migriert werden sollen.

o 2|

’7P‘rooess Historian Maschine und SQL Server Instanz wahlen

SIMATIC
Process Historian

I EPIIII PP Y

Abbrechen Vorherige | Machste I Fertigstellen
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Migration

5. Select the segments you want to migrate.
Disable all other segments.

5.2 Migrating

Three data segments of the Tag Logging type and three data segments of the Alarm

Logging type were selected in this example.

=% Process Historian Datenbankmigrationsassistent =10l
Segmente
Wéhlen Sie gesicherte Segmente zum Migrieren aus.
—Segmente auswahlen
SIMATIC . = == ER
= 5 ALG_100004 2014-06-15 22:00 2014-06-16 22:00 Al
Process Historian TLG_100004 2014-06-15 22:00  2014-06-16 22:00 Tz
ALG_100003 2014-06-14 22:00 2014-06-15 22:00 Al
TP I il TLG_100003 2014-06-14 22:00 2014-06-15 22:00 e
D ALG_100002 2014-06-13 22:00 2014-06-14 22:00 Al
D TLG_100002 2014-06-13 22:00 2014-06-14 22:00 Te
D ALG_100001 2014-06-12 22:00 2014-06-13 22:00 Al
D TLG_100001 2014-06-12 22:00 2014-06-13 22:00 Te
ALG_100000 2014-065-11 22:00 2014-06-12 22:00 Al
D TLG_100000 2014-06-11 22:00 2014-06-12 22:00 Te
D ALG_99999 2014-05-19 00:00 2014-06-11 22:00 Al
D TLG_99999 2014-05-19 00:00 2014-06-11 22:00 Ti
D ALG_99993 2014-04-21 00:00 2014-05-19 00:00 Al
D TLG_99993 2014-04-21 00:00 2014-05-19 00:00 Ti
D ALG_99997 2014-03-24 00:00 2014-04-21 00:00 Al
q | i
Abbrechen Varherige | Nachste I Fertigstellen |
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5.2 Migrating

6. Check the displayed summary of the migration.
If the summery is correct, start the migration.
Process Historian Datenbankmigrationsassistent =10l

Ubersicht
Bitte dberprifen Sie die gewahlten Einstellungen und starten Sie die Datenbankmigration.

—Summary

Diese Zusammenfassung zeigt die ausgewshlten Einstellungen und die daraus resultierenden Auswirkungen. Wenn Sie diese ;I
Einstellungen &ndern wallen, gehen Sie zuriick zum entsprechenden Dialog und passen die Konfiguration an.

SIMATIC

Process Historian
Ein aktiviertes WinCC/ PCS 7 OS-Projekt ist ausgewahit,
STORIAN

Hostname: SYSINT 13'HI!
P LELILAELLPELASLLIY . -
- ALG_100004 (AlarmLogging)
-TLG_100004 (Taglogging)
- ALG_100003 (AlarmLogging)
-TLG_100003 (Taglogging)
- ALG_100000 (AlarmLogging)

Die Prozessdaten der gewdhlten WinCC-/ PCS 7-05S sind aus den gewshlten Segmenten in die Process Historian Datenbank migriert.
Stellen Sie sicher, dass ausreichend freier Speicherplatz fir die zu erstellenden Process Historian Segmente wahrend des
Migrationsprozess zur Verfiigung steht.

Achtung: Nach dem Start des Datenbank-Migrationsprozesses kiinnen die Anderungen nicht wieder riickgéngia gemacht werden,

I
Abbrechen | Varherige | Start! I Ferh’gstellenl

7. The migration progress is displayed.
When the migration has been completed, exit the Process Data Migrator with "Finish".

n Datenbankmigrationsassistent ;lglﬂ
Migration
Migration in Bearbeitung.
— Aktivitsten
SIMATIC EEE = I 2
x = &) SYSINT 13\HISTORIAN 11.06.2014 22:00:00 to 16.06,2014 22:00:00 Segmentierung anhalten.
Process Historian [ syswamtsie 11,06,2014 22:00:00 to 16.06,2014 22:00:00 Zusatzliche Segmente erstellen,
1'_l_i," SYSINT13VHISTORIAN 11.06.2014 22:00:00 to 16.06,2014 22:00:00 Segmentierung aktivieren.
PPl Ll (1) SYSINT13\HISTORIAN Pause segmentation(D) Segmentierung anhalten,
1'_l_i," Process Histarian Konfigurations. ..
1) SYSINT 13\HISTORIAN ALG_100000 Aktuelle Migrationsparameter ab...
() SYSINT 13\HISTORIAN ALG_100000 Abfrage der WinCC Meldungen
1) SYSINT 13\HISTORIAN ALG_100000 Zusatzliche Segmente erstellen.
() SYSINT 13'\HISTORIAN ALG_100000 Zugriff auf Datenguellenknoten ... oo
1) SYSINT 13\HISTORIAN ALG_100000 Alarme Migrieren
() 5YSINT 13\HISTORIAN TLG_100003 Aktuelle Migrationsparameter ab...
() SYSINT 13\HISTORIAN TLG_100003 Abfrage der WinCC Variablen
() 5YSINT 13\HISTORIAN TLG_100003 Zusatzliche Segmente erstellen,
() SYSINT 13\HISTORIAN TLG_100003 Zugriff auf Datenquellenknoten ...
() 5YSINT 13\HISTORIAN TLG_100003 Variablen migrieren.
() SYSINT 13\HISTORIAN ALG_100003 Aktuele Migrationsparameter ab. ..
{11y 5YSINT 13\HISTORIAN ALG_100003 Abfrage der WinCC Meldungen _lll
4 | 3
’W Vorherige | N&chste | Fertigstellen |
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Migration

5.2 Migrating

8. On the destination PC, activate the Process Historian and connect the PCS 7 OS and
WinCC clients in the Process Historian system.

9. If you use Process Historian in the PCS 7 environment, perform the following additional
steps:
— Change the PC name of the Process Historian server in the PCS 7 project.

— Download the project to all participating operator stations (OS), which means to all
clients and servers on which Runtime is activated.

Result
The selected data has been migrated to the destination PC.

Process Historian - Administration
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5.2 Migrating
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Connectivity

6.1 Optimized data transmission

The communication between Process Historian-Ready and Process Historian has been
optimized.

The chronological order of process data transmission is retained this way.

Data transmission from PH-Ready to the Process Historian server

Process Historian-Ready saves the process data to a local drive before transmission to the
Process Historian .

The process data is then sent in chronological order from the cache to the Process Historian .

Storage path of the cache
The cache is located on the OS in the following path in the installation folder:

® \Siemens\SF-Cache

Note
Reduced performance

The transmission from the WinCC archive can be slower than from the cache of Process
Historian-Ready.

The result may be a reduction in performance.

Process Historian - Administration
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Connectivity

6.1 Optimized data transmission

NOTICE

Behavior with reduced memory

The available memory is monitored with Process Historian-Ready.

The cache can grow in the following cases:

® [oss of connection to the Process Historian server

® Reduced performance when processing the transmitted data on the Process Historian
server

The cache memory is freed up again once the buffered data is transmitted to the Process

Historian server.

Alarm to WinCC

An alarm is sent to WinCC when one of the following situations occurs:

® The available cache memory drops below the limit of 10 GB.

® The available cache memory is less than 13% of the reserved drive capacity.
Interruption of data transmission

Saving to cache and transmission of process data is interrupted when one of the following
situations occurs:

® The available cache memory drops below the limit of 5 GB.

® The available cache memory is less than 5% of the reserved drive capacity.

As of this time, the process data is only available in the WinCC archive.

Saving to cache automatically resumes when the available memory is increased.

Process Historian - Administration
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6.2

6.2.1

Overview

6.2 Process Historian OPC-UA-Server

Process Historian OPC-UA-Server

PH OPC UA server - Overview

This section describes the OPC UA server for the Process Historian (PH-OPC-UA server)

Basic knowledge of communication via OPC is required.

OPC and OPC UA denote standardized, vendor-independent interfaces and information
models of the OPC Foundation.

OPC UA (Unified Architecture) is the successor technology of OPC, which was developed for
reliable data exchange in automation engineering and other areas of applications. OPC UA
has the following characteristics:

e Platform-independent
® \endor-independent
® Use of standardized protocols as the communication medium (e.g. TCP, HTTP)

® |ntegrated security concept (authentication and authorization, encrypted communication
and data integrity using signing)

e High-performance information model and provision of all data in a single address space
(DA, HDA, A&C)

OPC UA for Process Historian

Process Historian offers an integrated OPC UA server as an option.

The OPC UA server enables external OPC UA applications to communicate with the Process
Historian server.

The external applications have read access to the following data of the local Process Historian
server:

e (Configuration data:
— Project structure of the Process Historian server
— Tag configuration and process values
— Alarm system
® Archived data:
— Tag archive
— Message archive

The OPC UA server for the Process Historian supports the "OPC UA 1.02" specification of the
OPC Foundation.
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6.2.2

How it works

Licensing

Installation

Configuration
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You can find detailed information about OPC UA specifications on the OPC Foundation
website:

® http://www.opcfoundation.org (http://www.opcfoundation.org)

Installing the PH OPC UA server

The PH-OPC-UA server is installed as a Windows service.

The server is started automatically when you start the computer. However, you can only use
the OPC UA server when the local Process Historian server is running.

The PH-OPC-UA server runs with the following license:

Product Version License type Validity
PH-OPC-UA server 2014 Single Unlimited

Requirement

® The Process Historian is installed on the PC.

Procedure
1. Run the setup.

2. Carry out the installation.
Read the "Process Historian Installation Notes" for more on this.

3. Select under "Custom installation":
"Options" > "Process Historian OPC UA 2014 SP1" program package

4. To complete the installation, reboot the system.

The PH OPC UA server is pre-configured during installation.

If required, you can change the server configuration using the OpcUaServerPH.xml
configuration file. For additional information, refer to "How to configure the OPC UA server
(Page 102)".

You access the PH-OPC-UA server via the following URL:
e "opc.tcp://[[HostName]:[Port]"
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Parameter Description
HostName Placeholder for the computer name. Is used automatically
Port TCP/IP port number The default is "4852".

The PH-OPC-UA server only supports the binary OPC UA protocol for communication
(communication profile "UA-TCP UA-SC UA Binary"). The used port number is adjustable.

Discovery Server

The OPC UA Local Discovery Server (LDS) of the OPC Foundation is installed along with the
PH-OPC-UA server. The LDS allows OPC UA client applications to determine information
about available OPC UA servers.

Depending on its configuration, the PH-OPC-UA server registers itself with zero, one or
multiple Discovery servers. These servers can be installed either on the same PC or on another
PC.

See also
How to configure the OPC UA server (Page 102)

6.2.3 Security concept of OPC UA
The OPC UA security concept is based largely on:
e Authentication and authorization of applications and users involved
e Ensuring the integrity and confidentiality of messages exchanged between the applications

You can find technical details in the OPC UA specification, "Part 2".

Certificates

Certificates are the method used for authentication of the OPC UA applications. Each
application has its own instance certificate with which it identifies itself in the public key
infrastructure (PKI).

The certificates used by the PH-OPC-UA server are stored in the settings in the
"OpcUaServerPH.xml" configuration file:

Process Historian - Administration
System Manual, 04/2015, ASE35713921-AA 93



Connectivity

6.2 Process Historian OPC-UA-Server

& =ml ersion="1.0" sncoding="ucf-8"
=) UaFhServer
& xmins:xsi http: f/www.wl.org/ 2001/ ¥MLSchema-instance
& xmlns:ua p://fopcfoundation.org/UA/2008/02/Types. . xad
& xmln=:=1
& fcomment
% =xmins SOR/2011/03/Securedhpplication.x=sd
# il ApplicationNams r Frocess Historian
# il ApplicationUri urn: [ :Siemens.Automation.ProcessHistorian
# ¥ BProductHame
&
H L) Applicationlertliilc i
+ TrustedCercificateStore
+ TruscedCercificaces
- IzsuerCertificaceStore
- IzsperCertificaces
+ RejectedCercificacesScore

Instance Certificate of PH-OPC-UA server

For secure operation, each PH-OPC-UA server requires its own instance certificate with a
private key. The certificate is only valid on the corresponding computer and may only be used
by the PH-OPC-UA server installed on that computer.

A self-signed certificate of the server instance is created when the server is installed. The
instance certificate is stored both in the certificate folder of the server as well as in the certificate
store of the OPC UA Local Discovery Server.

The private key for the certificate is only stored in the certificate folder. You must restrict access
to the folder with the private key to:

® The server itself

® The system administrator

NOTICE

Access to the folder with the private key

For security reasons, no other users or applications apart from the server and the system

administrator may have access to the private key of the PH-OPC-UA server.

The instance certificate generated upon installation and the corresponding private key can be
replaced by the administrator of the system. In accordance with the applicable security concept
for the system, the new instance certificate can be either self-signed or issued by a certification
authority.

You specify the storage location for the instance certificate of the PH-OPC-UA server in the
configuration file of the server. If necessary, the storage location can be changed by the system
administration:

Parameter Value Meaning
StoreType Directory Type of certificate storage.
The storage location must be "Directory".
StorePath [ApplicationPath)\PKI\CA The certificate and the private key are stored under this folder.
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Example of instance certificate configuration
) ApplicationCertificate
=i StoreTyp Directory

+ & StorePath [Appli

T
=
I
5}

moF
of
i
0
= |
™
m
o
)
™
x
i
0
b

The instance certificate of the server in this case is in the directory "PKNCA\Certs". The private
key is in the directory "PKNCA\Private".

Trusted client certificates

The PH-OPC-UA server supports secure communication with trusted clients only. A client is
trustworthy under the following conditions:

® The client has a valid self-signed certificate which is stored in the trusted certificates
certificate memory of the PH-OPC-UA server

® The valid certificate of the client has been issued by a certification authority. The valid
certificate from the certification authority must be located in the trusted certificates certificate
memory of the PH-OPC-UA server.
In this case, only the certificate from the certification authority is required. The client
instance certificate does not need to be located in the trusted certificates certificate memory.

You specify storage settings for trusted certificates using the PH-OPC-UA server configuration

file:
Parameter Meaning
StoreType Type of certificate storage. The storage location can be either "Directory" or "Windows".
StorePath The certificates of trusted clients are stored under this folder.

Example of configuration with "Directory" storage

J TrustedCertificateStore
- StoreType
+-- @ StorePath

Directory
[ApplicationPath] W\PREI\TrustList

In this case, the PH-OPC-UA server trusts all clients whose instance certificates are located
in the "PKN\TrustList\Certs" folder.

Example of configuration with "Windows" storage

2 TrustedCertificateStors
- StoreType
+ - StorePath

Windows
UL Epplications

For this storage option, the instance certificates of the clients must be located in the certificate
memory of the operating system under "<Local computer>\UA Applications".
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Certificates issued by a certification authority

Certificates from certification authorities that are required for verifying a client certificate chain
are stored in the certificate memory of the certification authorities. You specify storage settings
using the PH-OPC-UA server configuration file:

Parameter

Meaning

StoreType

Type of certificate storage. The storage location can be either "Directory" or "Windows".

StorePath

The certificates of trusted certification authorities are stored under this folder.
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Note
Trustworthiness of CA certificates

Certificates from the memory of the certification authorities are not automatically trusted.

For a certification authority to be trusted, its certificate must be located in the memory for trusted
certificates.

Example of configuration with "Directory” storage

) IssuerCertificateStore
- i StoreType
+-# StorePath

Directory
[applicationPath] \PEI\CA

The certificates of trusted certification authorities are in this case located in the "PKI\CA\Certs"
folder.

Example of configuration with "Windows" storage

) IssusrCertificateStore
I ¥ StoreType

Windows

The "StorePath" parameter is not relevant. The certificates from certification authorities must
be stored in the Windows certificate memory in accordance with the operating system
requirements.

Certificates are trusted if they are located in one of these paths:
® <[ ocal computer>\Trusted root certification authorities

® <[ ocal computer>\Third-party root certification authorities

Note
CA certificates: Preconditions
® The storage location for the server certificate must be "Directory".

® The two storage locations for trusted client certificates and for certificates from certification
authorities must have the same StoreType, i.e. both must either be "Directory" or
"Windows".
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Client certificates not accepted

6.2.4

Introduction

If a UA client accesses the PH-OPC-UA server whose certificate is not trusted, the PH-OPC-
UA server rejects the secure communication. The PH-OPC-UA server copies the client's
certificate into the folder for rejected certificates.

You specify storage settings for rejected certificates using the PH-OPC-UA server
configuration file:

CJ Rejectedlierctilficatesstore
* & StoreType Direcrtory
* & StorePath [ApplicationPath] \PEI\CA\rejected
1
Note

Only the StoreType "Directory"” is supported.

To enable secured communication with this client, you need to move the rejected certificate
to the certificate memory for trusted certificates.

Configuring the security mechanisms

The following is ensured at the communication level:
e UA application authenticity

® The confidentiality of messages exchanged

® The integrity of messages exchanged

The security mechanisms used, for example algorithms for encrypting and signing, are set in
standardized security policies. You can find technical details in the OPC UA specification under
"Part 2", "Part 4" and "Part 7".

The security policies supported by the PH-OPC-UA server are set using the server
configuration file in in "ServerConfiguration" and "SecuredApplication".
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ServerConfiguration

The XML element "SecurityPolicies" under "ServerConfiguration" contains the list of all
available "Security Profile" and "Message Security Mode" combinations for the server.

Security Profile

Message Security Mode

Description

http://opcfoundation.org/UA/SecurityPolicy#None

None

Unsecured communication

http://opcfoundation.org/UA/SecurityPolicy#Basic128Rsa15

Sign or SignAndEncrypt

Secure communication,
signed or encrypted and
sighed messages

http://opcfoundation.org/UA/SecurityPolicy#Basic256

Sign or SignAndEncrypt

Secure communication,
signed or encrypted and
signed messages

Note
Secure communication

The following additional requirements apply to secure communication:
® [nstance certificates for server and client
e Correct configuration of the certificate store

Example of a configuration file with maximum functional scope

UaFh
& xm http://www.wi.ozg/i
& xm
& xm
=
=F
& $c AP —
os
+
+
http cpcfoundation
ome
http cpcfoundation
Sign

http://fopefoundation.
SignAndEAcrype
" heep://opefoundacion.
‘, o4
Sige
= Seen
ndation

ee

SecuredApplication

YOl KMLSchema

inatance
o -

org/URS2008/02/

Iyvpes.xad
fSecuredhpplication.xsd

arg /O SecuricyPolicydBasic2s 6

g/ UAS SecuricyFolicyfBasic2s6

In accordance with the OPC UA specification, the security mechanisms and explicitly enabled
and disabled with the "SecurityProfileUris" element under "SecuredApplication".

The diagram below shows a SecuredApplication in which unsecured communication is

disabled:
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dipplication.xsd

03/ Secoredapplication. Xad

ficaceSTore

Directory

[ApplicaticnPath] \PEI\CA\rejected
hoop:/fopefoundacion.orgy/UAS JecurityPolicydHone
falss

fopefoundation.ord/UASSecurityPolicy$BasicliER=als

hetp:/fopefoundation.org/UAS SecurityPolicy#Basicesé

The PH-OPC-UA server thereby supports the two security strategies "Basic128Rsa15" and
"Basic256" in runtime. "Message Security Modes Sign" and "SignAndEncrypt" are supported,
but unsecured communication is not ("None"). When communication is established, the UA
clients select the required Policy from this list.

Note
Unsecured communication between client and server

Use the "None" setting only for test and diagnostics purposes.

For a secure communication between client and server, use at least the following settings
during productive operation:
e SecurityPolicy: Basic 128Rsa15

® Message Security Mode: Sign

In addition to the security mechanisms of the communication level, the PH-OPC-UA server
also supports user authentication for the client applications using UserTokenPolicy
"UserName". The client application must provide a valid combination of user name and
password when communication is established. The PH-OPC-UA server verifies the
combination in the user management of the operating system.

You specify the UserTokenPolicy using the configuration file of the PH-OPC-UA server:
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L) OPCUAR Server WinCC
& xmlns:xsi
& xmlns:ua
& xanlns:sl
-0 Securedipplication
=3 ServerConfiguration
I SecurityPolicies
= {J UserTokenPolicies
=) UserTokenPolicy
o e TokenType
= UserTokenPolicy
+—# TokenType

htep://www
http://fopc
http://opc

Anonymous

UserName

The PH-OPC-UA server uses this configuration to support both anonymous users and the

Policy "UserName"..

See also

How to configure the OPC UA server (Page 102)

6.2.5 Supported OPC UA services and profiles

OPC UA services

The following table sets out the functionality supported by OPC UA server 1.0.2:

OPC UA Service Sets Services Comment

Discovery Service Set FindServers -
GetEndpoints

Secure Channel All -

Session Service Set

View Service Set Browse Determination of the PH tags and objects
BrowseNext
Attribute Service Set Read Example:
HistoryRead ® Read property value
® Read tag values or messages archived in the PH
Subscription Service Set CreateSubscription -
SetPublishingMode
Publish
RePublish
DeleteSubscription
Monitoredltem Service Set | CreateMonitoredltems Only for standard UA tags, e.g. Server/ServerStatus/State
SetMonitoringMode

DeleteMonitoredltems
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OPC UA profile and Conformance Units

The PH-OPC-UA server supports the following OPC UA profiles 1.02 without restrictions:
® 6.5.3 Base Server Behaviour Facet

® 6.5.14 A & C Base Condition Server Facet

® 6.5.30 Historical Raw Data Server Facet

® 6.5.107 UA-TCP UA-SC UA Binary

® 6.5.125 SecurityPolicy - Basic256

® 6.5.124 SecurityPolicy - Basic128Rsa15

® 6.5.123 SecurityPolicy - None

The PH-OPC-UA server supports the following OPC UA profiles shown in the following table,
however with restrictions:

Profile

"Group" Not supported "Conformance Unit"

6.5.8 Standard DataChangeSubscription
Server Facet

Monitored Item Services

ModifyMonitoredltems
DeadBand Filter
Monitor MinQueueSize_02

6.5.9 Enhanced DataChange Subscrip-
tion Server Facet

Monitored Item Services

Monitor MinQueueSize_05

6.5.47 Standard UA Server Profile

Attribute Services

Attribute Write StatusCode & Timestamp

6.2.6 Configuration file

The PH-OPC-UA server is configured using the "OpcUaServerPH.xmlI" configuration file.

This chapter describes the layout of the configuration file. The "How to configure the OPC UA
server (Page 102)" section describes how the PH-OPC-UA server is configured.

You can find the configuration file in the installation folder under the following path:

e \Siemens\ProcessHistorian\bin

NOTICE

Changing the server configuration

Changing the server configuration incorrectly can cause malfunctions and/or security
vulnerabilities

The server configuration may only be performed by qualified personnel.
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Section <Secured Application>

In this section, the OPC UA application security is set in compliance with OPC UA
Specification / Part 6 / § "Security Settings Management".

<Secured Application>

<BaseAddresses> Configuration of the URL for the OPC UA server.

< o</ ol>
</BaseAddresses>.

<SecurityProfileUris> Configuration of the supported security policies
<SecurityProfile>
<. .. /o0>
</SecurityProfile>

Use the "none" setting only for test and diagnostics purposes

</SecurityProfileUris>

<ApplicationCertificate> Revision of the default certificate configuration according to OPC UA
<TrustedCertificateStore> Specification / Part 6.

<TrustedCertificates> (optional)

< >

</Secured Application>

Section <Server Configuration>

In this section you can set further server-specific parameters.

<Server Configuration>

<SecurityPolicies> Configuration of the message security modes.
zsecuijty%llcw Use the "none" setting only for test and diagnostics purposes
o</ >

</SecurityPolicy>

</SecurityPolicies>

<UserTokenPolicies> Configuration of user identification
zusei‘;keniﬂlCP Use the "Anonymous" setting only for test and diagnostics purposes
</UserTokenPolicy>

</UserTokenPolicies>

<Server Configuration

See also
How to configure the OPC UA server (Page 102)

6.2.7 How to configure the OPC UA server
The PH-OPC-UA server is configured using the "OpcUaServerPH.xmlI" configuration file.
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You can find the configuration file in the installation folder under the following path:
® \Siemens\ProcessHistorian\bin

You can find additional information on the configuration file under "Configuration file
(Page 101)".

NOTICE

Changing the server configuration

Changing the server configuration incorrectly can cause malfunctions and/or security
vulnerabilities

The server configuration may only be performed by qualified personnel.

Changing the port number of the OPC UA server
If necessary, change the port number 4852 under <BaseAdresses>.

Do not use a port number that is already assigned to another application. Also observe the
firewall settings (see "Firewall settings (Page 134)").

The parameter [HostName] is the placeholder for the computer name and is determined during
runtime.

Example:
<BaseAdresses>
<ua:String>opc.tcp://[HostName] :5210</ua:String>

<BaseAdresses>
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Specifying security settings

You can find additional information on security settings under "Configuring the security
mechanisms (Page 97)".

1. Make the security settings for communication.
2. Under <securityProfileUris>, you configure the supported "Security Policies".
— Enable the setting with "true".

— Disable the setting with "false".
Example:
<SecurityProfile>
<ProfileUri>http://opcfoundation.org/UA/SecurityPolicy#None</
ProfileUri>
<Enabled>false</Enabled>
</SecurityProfile>

3. Under <SecurityPolicies>, you configure the associated "Message-security-modes".
To deactivate a setting, delete the entire entry <SecurityPolicy>... </Security
Policy>
Example:
<SecurityPolicy>

<ProfileUri>http://opcfoundation.org/UA/SecurityPolicy#None</
ProfileUri>

<MessageSecurityModes>None</MessageSecurityModes>
</SecurityPolicy>

Specifying user identification

You can find additional information on security settings under "Configuring the security
mechanisms (Page 97)".

Specify the user identification for setting up the connection under <UserTokenPolicies>.
To deactivate a setting, delete the entire entry.

Example

<UserTokenPolicy>

<TokenType>Anonymous</TokenType>

</UserTokenPolicy>

See also
Installing the PH OPC UA server (Page 92)
Configuring the security mechanisms (Page 97)
Configuration file (Page 101)

Firewall settings (Page 134)
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6.2.8 Information model of PH OPC UA server

Information model

The PH-OPC-UA server provides OPC UA clients with a hierarchical name area and access
to the following runtime data:

® Process Historian configuration data:

— Project structure: Organizational Structures, Data Sources, Tag/Message Configuration
Data

— Metadata: Additional Info / Tag Value Context
® Historical Process Historian data:
— Archived tag values (Historical Data Access)

— Archived messages (Historical Event Access)

The PH-OPC UA information model is described in detail in the document "OPC UA Information
Model".

This document is available on the Internet in English.
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Process control messages

Overview
Process Historian contains process control messages that visualize specific system states.
These pre-defined messages only contain information about process control states and do not
return process status data.
The table below provides an overview of the process control messages generated in
Process Historian.
The following messages are generated by the SIMATIC service Process Historian Ready:

Message | Message text Event

no.

1012500 | PHRDY: Start recovery for Process Historian The transfer of missing data is started after restoration
of the communication connection between WinCC and
the Process Historian.

1012501 | PHRDY: Recovery for Process Historian complete The transfer of the data to the Process Historian is ter-
minated.

1012502 | PHRDY: No communication with Process Historian The connection to the Process Historian cannot be es-

possible tablished.

1012503 | PHRDY: Communication with Process Historian is in- | Writing and/or reading of data to/from the Process His-

terrupted torian is not possible.

1012504 | PHRDY: Communication with Process Historian is re- | Writing and/or reading of data to/from the Process His-

stored torian is possible once again.

1012505 | PHRDY: Process Historian server offline since <Date | The SIMATIC Process Historian service is not available.

Time> Read access to the data is possible.
1012506 | PHRDY: Buffer limit channel <Channel name> excee- | The configured maximum available buffer memory of
ded the selected communication channel (MSMQ) was ex-
ceeded.

1012507 | PHRDY: Buffer limit channel <Chanel name> normal | The buffer memory is again operating within the config-
ured limits.

1012508 | PHRDY: Less than <number> GB of free memory The available memory space on the WinCC station has

space on the data carrier '<drive>' for communication | fallen below a specified limit.
with the Process Historian.

1012509 | PHRDY: Communication of the Process Historian was | No more memory space available on the WinCC- sta-

terminated. Less than <number> GB free memory on | tion.
data carrier '<drive>'.
1012510 | PHRDY: Connection to the Process Historian could not | Process Historian Ready is incorrectly configured (for

be established (check configuration).

example, service without user logon, configuration error
in the configuration file, ...).
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The following messages are generated by the Process Historian and sent to all clients:

Message | Message text Event
no.
1012600 | PH: Data memory filled to <number %> The warning limit of the data memory of the monitored
drive was reached.
1012601 | PH: System out of resources The total load of all CPUs has been over 70% for at least
30s.
1012602 | PH: Redundancy failed The connection to the redundancy partner has failed.
1012603 | PH: Redundancy restored The connection to the redundancy partner has been re-
stored.
1012604 | PH: Available licenses exceeded. Shutdown in <num- | No adequate licenses available.
ber> days
1012605 | PH: PH-Ready <PC name> has failed The Process Historian has lost the connection to the
referenced PC.
1012606 | PH: An automatic redundancy switchover of the Proc- | An automatic redundancy switchover of the Proc-
ess Historian server has taken place. ess Historian server has taken place.
1012607 | PH: Less than <number> GB of free memory space for | The warning limit of the memory for the Process Histor-
the Process Historian database. ian database was reached.
1012608 | PH: Less than <number> GB of free memory space for | The warning limit of the memory for the "tempdb" data-
the "tempdb" database. base was reached.
1012609 | PH: Less than <number> GB of free memory space for | The warning limit of the memory for the emergency re-
the emergency restore operation. store operation was reached.
1012610 | PH: New backup for the emergency restore operation | The creation of a complete backup failed.
failed. Too little memory space.
1012611 | PH: An unknown error occurred when creating backup | The creation of a complete backup failed, unknown er-
for emergency restore operation. ror.
1012612 | PH: Storage path <path> not accessible for emergency | The storage path for the database backup is not availa-
restore operation. ble.
1012613 | PH: The emergency threshold for drive <number %>
was reached. Process Historian is therefore locked.
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8.1 Database installation wizard

The database installation wizard guides you through the installation of the Process Historian
database.

You configure the following settings with the database installation wizard:

The DatabaselnstallationWizard.exe is available in the installation path under:

Creating a Process Historian database (Page 111)

Recovering a Process Historian database (Page 124)

Select the path of the SQL server instance

Define the work memory limit of the Process Historian database
Specifying the storage paths

Select master (Principal) or standby (Mirror)

\Siemens\ProcessHistorian\bin\Databaselnstallation\Wizard.exe

8.1.1 Memory requirement

Defining the memory requirements of the Process Historian Server

You define the expected memory requirements for an individual segment after installation in
the database installation wizard.

The database installation wizard displays the estimated memory requirements during the

configuration.

Note

The more measured values or messages archived per second, the smaller the segments

should be so that the individual segments do not get too large. 50,000 tags per second is the
high limit that should not be exceeded.

Memory requirement for process values per second

The total memory requirement for process values is calculated as follows:

(number of prepared segments + 2) x segment size from the process values table x 2 data
groups

Process Historian - Administration
System Manual, 04/2015, ASE35713921-AA

109



Appendix

8.1 Database installation wizard

Process values/ s Time period of the segment unit Segment size
(uncompressed)
500 Daily ~2.75GB
3.000 Daily ~16.5 GB
10.000 Daily ~55GB
20.000 Daily ~110 GB
50.000 Daily ~275GB
100.000 Daily ~ 550 GB
100 Weekly ~3.85GB
250 Weekly ~10 GB
500 Weekly ~20GB
3.000 Weekly ~120 GB
10.000 Weekly ~ 390 GB
100 Monthly ~16.5GB
250 Monthly ~42GB
500 Monthly ~ 84 GB

Memory requirement for messages per second

The total memory requirement for messages is calculated as follows:

(number of prepared segments + 2) x segment size from the messages table x number of data

groups "

*) The default number of data groups is set to 2.

Messages/ s Time period of the segment unit Segment size
(uncompressed)
10 Daily ~1GB
50 Daily ~4GB
100 Daily ~8GB
10 Weekly ~6GB
50 Weekly ~29 GB
100 Weekly ~ 58 GB
10 Monthly ~25GB
50 Monthly ~ 124 GB
100 Monthly ~ 248 GB
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Average memory requirement

8.1 Database installation wizard

The table below shows the average memory requirement of the measured variables:

Measured variable

Memory requirement

Description

Process value

63 bytes

Average memory requirement per archive tag datum.
The following information is saved:

® Timestamp

® Process value

® Quality code

Message ~ 1024 bytes Average memory requirement per message.
The memory requirement of a message depends to a large extent on the
language used and the length of the message.
8.1.2 Creating a Process Historian database

Installation of a Process Historian database

This section describes the installation of a Process Historian database based on an example.

If a database has not been installed on the computer yet, the "DatabaselnstallationWizard.exe

is started automatically when you insert the DVD. The database installation wizard guides you
through the configuration of the database.
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Installing the database

The "DatabaselnstallationWizard.exe" has been started.

¥ Process Historian Database Installation Wizard

Willkommen

willkormmen beim Process Histarian Datenbankinstallationsassistenten,

Dieser Assistent Fihrk Sie durch die Installation der Process Historian-Datenbank,

SIMATIC ‘or der Konfiguration ist es empfehlenswert, die zugehirige Dokumentation im Process Historian zu lesen,

Process Historian Hinweis: Sie kinnen nur eine Process Hiskorian-Datenbank pro 0L Server Instanz installieren.

LETEETELIEAEIE LIS

Warherige | MNachste I Fertigstellen

1. Click "Next".

2. Enter a path for your new SQL Server instance or select an existing SQL Server instance.
The database installation wizard checks if the selected instance can be installed.

[ Process Historian Database Installation Wizard H=] E3

Daterbark auswihlen

Geben Sie an, in welcher SQL Server Instanz die Process Histarian-Datenbank installiert werden sall,

Lokale SOL Server Instanzen

SIMATIC 5-A-01-PH-01HISTORTAN k- |
Process Historian Edition des SQL Servers: Standard Edition (64-bit)
Version des SQL Servers: 10.50,2550.0
ELLPEIPIITREL I TT
SOL Server Engine: Standard

Installation miglich

3. Confirm with "Next".
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8.1 Database installation wizard

4. Use the slider to reserve the maximum work memory for the database.

[ Process Historian Database Installation Wizard H[=]

Datenbark, konfigurieren

Konfigurieren Sie den Speichergrenzwert Fr die ausgewahlte S0L Server Inskanz,

Arbeitsspeichergrenze

SIMATIC
1]

: : 0,50 GE
Process Historian 10,56 GB

Es wird empfohlen, 2wei Dritkel des verfligharen Speichers dem Process Historian zuzuweisen.

16,00 GB

L e ‘Wenn Sie planen, den Information Server auf demselben Rechrner zu verwenden, empfehlen wir, gin
Crittel des verfigbaren Speichers zuzumeisen.

5. Click "Next".
6. Select the server mode:
— Forinstallation on a single system, select the option "Installation on master server".

— Forinstallation on a redundant system, select the option "Installation on master server"
for the first computer.

— Forinstallation on the second computer of the redundant system, select the option
"Installation on standby server".

[ Process Historian Database Installation Wizard H[=]

Server-Modus

Geben Sie an, ob der Master-Server oder Standby-Server installiert werden soll,

{* Installation auf dem Master-Server (Prinicipal)

SIMATIC Fir die Installation auf einem Master-Server missen Sie weitere Einstellungen vornehmen,
Process Historian Wenn zur Systemkonfiguration ein Standby-Server gehdrt, Konfigurieren Sie nach der
Dakenbank-Installation die Redundanz-Einstelungen,

ELEEELLES LRSI LTI

"~ Installation auf dem Standby-Server (Mirrar)

Fir die Installation auf dem Standby-Server Obernimmt das Setup-Assistent automatisch die
Master-3ervers-Einstellungen.

Die Hardware-konfiguration der beiden Server muss dbereinstimmen.

7. Click "Next".
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8. Select the "Create an initial database" option.

[ Process Historian Database Installation Wizard

Erstellung einer Daterbank
Geben Sie an, ob eine neue Datenbank erzeugt oder eine Datenbank aus den Datensicherungen wiederhergestellt werden soll,

(¢ Ausgangsdatenbank anlegen

SIMATIC EhePro:sss!-EstorlanDatd:nbmlv.wdasrmqt Gﬁmﬂedeﬂgensdufbenm Nach Andegen der
¥ 2 Datenbank kinnen Sie in der Process Histarian Management-Konsole die Sicherungen zur
Process Historian Wiederherstellung auswahlen,

LLELLELEELETAEIAELTST

" Wiederherstellung einer Datenbank
Sie kénnen nach einem Yerzeichnis mit Datensicherungen zur Wiederherstellung suchen.,

Wenn Sie diese Option wahlen, prift Process Historian, ob eine vollstandige Datensicherungs-kette mit
den bendtighen Datengruppen und Logdateien vorliegt. Die Datenbank wird in denselben Pfaden
erzeugk wie die originale Datenbank.

9. Click "Next".

10.Enter the name of the database.
The "Standard" installation mode is selected in this example.
The installation with "Advanced mode" is described in the next section.

¥ Process Historian Database Installation Wizard

Basiseinstellungen
Konfigurieren Sie die Basiseinstellungen fir die Datenbank des Process Historian,

Datenbankname IHistDrianStorage

Process Historian & Standard
Sie kiinnen Speicherpfade in unterschiedlichen Eja-Systemen Fir die Datendateien und die
EPTEETEELEEI TP EEPIIIIT S Transaktionslogdateien festlegen,

" Erweiterter Modus

Filir einzelne Datenbankschemata kinnen Sie separate Speicherpfade definieren, 2. B. einen Pfad
Fir TagLogging oder einen anderen PFad fir AlarmLogging.

11.Click "Next".
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8.1 Database installation wizard

12.Set the slider in the dialog box below to an estimated setting.

I! Process Historian Database Installation

(Geschatzte Last

Schatzen Sie die voraussichtliche Last fiir das Process Historian-System.

Datenlast von Prozesswerten

SIMATIC Anzahl der Datengruppen [ =
. . 1 . i g P
Process Historian 100 Wertejs —— | 25.000 Wertefs
2171
FEEEEIITEIEEIRIIIEEIF IS Eine Last von 2,171 Variablen pro Sekunde verursacht einen Speicherbedarf von 11,01 GB Daten pro Tag.

Die GriBe eines Segments wird zu Beginn auf 77,04 GB festgalegt. Die Dakeigrafe wird in Schritten von 1
%% erhéht, Fir Runtime-Segmente und komprimierte Runtime-Segmente werden 2 Datengruppen angelegt.

Datenlast von Meldungen
Anzahl der Datengruppen IE

ll'llelcl.lul's '-_I ZSEDMdth'u;enj's
s0

Eine Last von 50 Meldungen pro Sekunde verursacht einen Speicherbedarf von 4,12 GB Daten pro Tag.

Die GriBe eines Segments wird zu Beginn auf 28,54 GB Festgelegt. Die DateigraBe wird in Schritten von 1

%% erhéht, Fir Runtime-Segmente wird 1 Datengruppe angelegt.

Vorherige I Nachste I Fertigstellen

13.Click "Next".

14.Set the paths for the database files. Only local destination paths are permitted.

[ Process Historian Database Installation Wizard

Datenbankdateien
wahlen Sie die Repositorys fior die Datendateien und die Transaktionslogdatei,

Speichern Sie die Transaktionslogdatei physikalisch getrennt von den Datendateien, um die Performance
nicht zu beeintrichtigen, Das Speichern der Dateien auf demselben physikalischen Datentriger kann zu
SIMATIC Leistungsverlusten Fihren,

Process Historian
Pfad Fiir die Datendateien (Prozesswerte und Alarme)

|D:\PH_DB_TLG_ALG
Pfad fir die Datendateien (Chargen)
ID:'l.Ball:h .

Pfad Fiir die Transaktionslogdateien
[os\TLog|

ELPEEIELLEE ALY

An overview of your configuration settings is displayed.
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15.Check this overview. If all information is correct, click "Finish".
If there are errors in the settings, go back with "Previous" and correct the settings.

.'! Process Historian Database Installation Wizard BE‘ Ei
Ubersicht

Dies sind Thee Einstellungen im Uberblick. Uberprifen Sie die Einstellungen und starten Sie den Installationsvorgang.

Diese Ubersicht zeigt die gewahlten Einstellungen und die daraus resultierenden Auswirkungen. Wenn ;I

SIMATIC Sie die Einstellung &ndern wollen, kehren Sie zu dem entsprechenden Dialog zuriick und passen die
Konfiguration an.

Process Historian -Di:f:arm:les Pracess Histarian wird in der SQL Server Instanz S-A-01-PH-01\HISTORIAN

installiert.

SIEIEEIIELEIIEIIIEIIE L) Ea[:.‘i)&SQlSefu:a:Instw {5-A-01-PH-01Y\HISTORIAN) wird mit 10813 MB Speicher auf 4 Prozessorkern

- Dies ist eine Master-Server-Installation.

- Alle Datendateien liegen im Ordner D:\PH_DB_TLG_ALG - Die Datei zum Transaktionslog liegt im

Ordner D:\TLog

- DbSeﬁnentbfmq wird wie Falgt konfiguriert:

wmm 07.07.201400:00:00
-Arzalivorbersitstsr Segrente: 1
- Gesambzahl der Runtime-Segmente: &

I
\'crhaige] Nechste “Ferﬁgstelenl

The database is now created. The progress of the database installation is documented in
a window.
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Die Datenbank ist jetzt installiert, Prifen Sie die Protokolidatei auf magliche Fehler, Sie kinnen
die anwendung jetzt schliefien.

and C [Internalflags] & 1 =0 |
and [TagUID] IN (select [TagUID] from
@TagUIDsTable)
and DC.[TimeStamp] between @TimeBeqgin and
@TimeEnd
and
("2014-07-06 22:00:00.0000000
400:00' <= @TimeEnd)
)
INSERT INTO @TagWalues

SELECT C.[TagUID], DC.[TimeStamp],C.
[DataGrouplD], DC. [SourcehlodelD], C.[InternalFlags], DC. [Flags ], DC.[Quality], DT,
[ValueFloat], DC.[SourceTimestamp] SourceTimeStamp FROM [HistorianStorage]. [TLG].
[TagvalueCompressed_1 D] C WITH (NOLOCK) cross apply [TLG).[udf_PHDecompress]
(C.[Compressedyvalues]) A5

WHERE {

C.[TimerangeBagin] <=@TimeBegin and
C
D:\PH_DE_TLG_ALG
Database succesful created. |

Sighe Protokolldatei 'C:\ProgramDatalSiemens|Logs|ProcessHistorian
\CreateDatabaseErrors_20140707_1553.log' fir weitere Informationen.

Schliefien |

Once database installation is complete, the message "Database successfully installed." is
displayed.

16.Close the database installation wizard with "Close".

17.Shut down the computer and restart it so that all services can be installed.

Result

You have successfully installed a database.

8.1.3 Creating the Process Historian database in advanced mode

Installation of a Process Historian database
This section describes the installation of a Process Historian database in advanced mode
based on an example. In advanced mode, you can also configure the storage segments.
Requirement

You have arrived at this point after installation according to the instruction in general mode.
You want to continue the installation in advanced mode.
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Installing the database in advanced mode
1. Enter the name of the database in the text box.

2. Select "Advanced mode" as installation mode.

i# Process Historian Database Installation Wizard

Basiseinstellungen
Konfigurieren Sie die Basiseinstelungen fur die Datenbank des Process Historian.

SIMATIC St
Process Historian  Standard
Sie kiinnen Speicherpfade in unterschiedichen E/A-Systemen fir die Datendateien und die
ALLLELLLEEEEL LIS 48711 Transaktionslogdateien festlegen.

(¢ Erweiterter Modus

Fiir einzelne Datenbankschemata kinnen Sie separate Speicherpfade definieren, 2. B. einen Pfad
filr TaglLogging oder einen anderan Pfad filr AlarmLogging.

3. Click "Next".
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4. Configure the memory segments.
The total number of displayed runtime segments is set to 6 in this example; one segment
is reserved for use in the future.
You can select from the following time intervals for the segments:

— Day
- Week
— Month

Factor

The factor determines the number of time intervals per segment.

You can set a factor between 1 and 52. The factor is set to "1" and the time interval to
"Week" in the example. In this setting, a segment maps the time interval of one week.
You can set "Date" and "Hour" of the start time as anchor of the segments.

All displayed segments are runtime segments.

The time intervals of the runtime segments S-1 to S-4 are in the past. The time interval of
the active runtime segment SO0 is in the actual local time. The prepared future segment S
+1 is reserved for the next time interval in the future.

When the current segment SO drops out of the local time interval, it becomes segment S-1.
All subsequent segments are shifted one spot further into the past. The prepared future
segment becomes the current segment.

The different runtime segments are color coded:

— Blue: Reserved memory for future segment
— Green: Current segment
— Gray: Current archive segment not saved yet.

[® Process Historian Database Installation Wizard - [O0] ]

Eirstellung der Segmentierung
Konfigurieren Sie die Segmentierung der Process Historian-archive,

—Worschau
SIMATIC [ss [ 52 [ sz [ =t = T
- - - - -
FILLEELEEL IS IO IS
| vergangerhet [ Aktuel [ vorbereitet
[
: —Einstellungen
Zeitspanne flr Segmente Segmentierungs-Ankerpunkt Segmentanzahl
Einheit Faktor Stunde  Datum H der ﬂ
woche x| | 1= ||| 0= ERoez014 *] || GesamtzahiRuntime-Segmente | 6=

Vorherige ” Nachste I Fr,-r?.ugstf,-!'c-nl
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5. Configure the segments to meet your requirements.
6. Click "Next".

7. Set the slider in the dialog box below to an estimated setting.

™ process Historian Database Installation Wizard H[El E

(Geschatzte Last

Schatzen Sie die voraussichtliche Last fiir das Process Historian-System.

Datenlast von Prozesswerten

S Anzah der Datengruppen  [2 =]
. . Ll , " " '
Process Historian 100 Wertejs —— | 25.000 Wertefs
2.171
PPEREREEEEILEEAELLLIILIPY Eine Last von 2.171 Variablen pro Sekunde verursacht einen Speicherbedarf von 11,01 GB Daten pro Tag.

Die GriBe eines Segments wird zu Beginn auf 77,04 GB festgalegt. Die Dakeigrafe wird in Schritten von 1
%% erhéht, Fir Runtime-Segmente und komprimierte Runtime-Segmente werden 2 Datengruppen angelegt.

Datenlast von Meldungen

ll'-leldu'-a,u's -_i 2.500 Meldungen) s
| S0
i
Eine Last von 50 Meldungen pro Sekunde verursacht einen Speicherbedarf von 4,12 GB Daten pro Tag.
Die GriBe eines Segments wird zu Beginn auf 28,54 GB Festgelegt. Die DateigraBe wird in Schritten von 1
%% erhéht, Fir Runtime-Segmente wird 1 Datengruppe angelegt.

Yorherige I Nachste I Fertigstellen

8. Click "Next".
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9. Set the paths for the database files. Compared to standard mode, the database schema
can be much more finely structured in advanced mode.
Define the path for the transaction log in the text box.
You must define and create paths for the following types of values in the repository:

General

Messages

Batches

Process values

ocess Historian Database Installation Wizard

Datenbankdateien
Bestimmen Sie die Reposibories Fir jedes Datenbank-Schema und das Transaktionslog.

Pfad fir die Transaktionslogdatei

SIMATIC [D:\Tlag |
Process Historian
Repository fir ~ [Prozesswerte |
12l

Datei [ pfad .. |

Configuration D:\ProzesswerteConfiguration e

Runtime DGO D:\ProzesswerteDG0 s

Runtime DG1 D:\ProzesswerteDiGl e

Runtime Compressed DGO Di\ProzesswerteCompDG0 Fr
Runtime Compressed DGl D:\ProzesswerteCompDial P

| Yorherige I Nachste I Fertigstelen

An overview of your configuration settings is displayed.
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10.Check this overview. If all information is correct, click "Finish".
If there are errors in the settings, go back with "Previous" and correct the settings.

[® Process Historian Database Installation Wizard

Ubersicht

Dies sind Ihre Einstellungen im Uberblick. Uberpriifen Sie die Einstellungen und starten Sie den Installationsvorgang.

SIMATIC e
Process Historian
instaliert.
PILLIIEERILI IS ILIEELIE I -

- Dhsktaha Mastar Server-Installation.

- Pfade fir Common:
Tabelle Primary: D:\ProzesswertaDG0
Tabelle Common: D:\ProzesswerteDG0
Tabelle Config: D:\ProzesswerteDGE0
Tabelle Diagnostics: D:\ProzesswerteDGO
Tabelle Generic: D:\ProzesswerteDG0
Tabelle Media: D:\ProzesswerteDG0
Tabelle Migration: D:\ProzesswerteDG0

- Pfade fir Messages:
Tabelle Configuration: D:\ProzesswerteDiE0
Tabelle Runtime: Di\Prozesswertebicl

- Pfade Fir Batches:
Tabelle Configuration: D:\ProzesswerteDiG0
Tabelle Offline data: D:\ProzesswerkeDE0

Diese Ubersicht zeigt die gewahlken Einstellungen und die daraus resultierenden Auswirkungen. Wenn =
Sie die Einstellung dndern wollen, kehren Sie zu dem entsprechenden Dislog zuriick und passen die

- Die Datenbank des Process Historian wird in der SOL Server Instanz S-A-01-PH-01\HISTORIAN
-DﬁSQLSﬂWIrstH‘:z {S-A-01-PH-01\HISTORIAN) wird mit 10813 MB Speicher auf 4 Prozessorkern

1=

Vorherige | richee | [ Fertigstellen

The database is now created. The progress of the database installation is documented in

a window.
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Die Datenbank ist jetzt installiert, Prifen Sie die Protokollidatei auf magliche Fehler, Sie kinnen
die anwendung jetzt schliefien.

and C.[InternalFlags] &1 =0 |
and [TagUID] IN (select [TagUID] from
@TagUIDsTable)
and DC.[TimeStamp] between @TimeBegin and
@TimeEnd
and
(2014-07-06 22:00:00.0000000
+00:00' <= @TimeEnd)
)
INSERT INTO @Taghalues

SELECT C.[TagUID], DC.[TimeStamp],C.
[DataGrouplD],DC.[SourceModelD], . [InternalFlags], DC. [Flags], OC [Quality],DC.
[ValueFloat], DC.[SourceTimestamp] SourceTimeStamp FROM [HistorianStorage]. [TLG].
[TagvalueCompressed_1 D] C WITH (NOLOCK) cross apply [TLG).[udf_PHDecompress]
& D WHERE {

C.[TimerangeBagin] <=@TimeBegin and
C
D:\PH_DE_TLG_ALG
Database succesful created. |

Siehe Protokolidatei 'C:\ProgramDatalSiemens|LogsiProcessHistorian
\CreateDatabaseErrors_20140707_1553.log' fir weitere Informationen

Schliefien |

Once database installation is complete, the message "Database successfully installed." is
displayed.

11.Close the database installation wizard with "Close".
The restart note is displayed.

Process Historian Datenbankinstallationsassistent

Der Process Historian ist nun konfiguriert, Bitte starten Sie das System neu,
urn die Konfiguration abzuschliefen,

[ ]

12.Click "OK".

13.Shut down the computer and restart it so that all services can be installed.

Result

You have successfully installed a database.
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8.14 Recovering a Process Historian database

Recovery of a Process Historian database

This section describes how you recover a Process Historian database based on an example.

Recovering a database

1. Start "DatabaselnstallationWizard.exe".

¥ Process Historian Database Installation Wizard

Willkommen

willkormmen beim Process Histarian Datenbankinstallationsassistenten,

Dieser Assistent Fihrk Sie durch die Installation der Process Historian-Datenbank,

SIMATIC ‘or der Konfiguration ist es empfehlenswert, die zugehirige Dokumentation im Process Historian zu lesen,

Process Historian Hinweis: Sie kinnen nur eine Process Hiskorian-Datenbank pro 0L Server Instanz installieren.

LETEETELIEAEIE LIS

Warherige | MNachste I Fertigstellenl

2. Click "Next".
The SQL Server instances are displayed. Usually there is one instance on the SQL Server.

[ Process Historian Database Installation Wizard H=] E3

Daterbark auswihlen

Geben Sie an, in welcher SQL Server Instanz die Process Histarian-Datenbank installiert werden sall,

Lokale SOL Server Instanzen

SIMATIC 5-A-01-PH-01HISTORIAN =] > |
Process Historian Edition des SOL Servers: Standard Edition (64-bit)
Version des SQL Servers: 10.50,2550.0
Pl it
SOL Server Engine: Standard

Installation miglich
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3. Select the required instance and confirm with "Next".
4. Use the slider to reserve the maximum work memory for the database.
5. Click "Next".

[ Process Historian Database Installation Wizard H[=]

Datenbark, konfigurieren

Konfigurieren Sie den Speichergrenzwert Fr die ausgewahlte S0L Server Inskanz,

Arbeitsspeichergrenze

SIMATIC I""""'"""""'.."""""I
: : 0,50 GB

Process Historian

16,00 GE
10,56 GB
Es wird empfohlen, 2wei Dritkel des verfligharen Speichers dem Process Historian zuzuweisen.

L ‘Wenn Sie planen, den Information Server auf demselben Rechrner zu verwenden, empfehlen wir, gin

Crittel des verfigbaren Speichers zuzumeisen.

6. Select the server mode:
For recovery of a database, select the option "Installation on master server".
7. Click "Next".
Process Historian Database Installation Wizard

Server-Modus

Geben Sie an, ob der Master-Server oder Standby-Server installiert werden soll,

' Installation auf dem Masker-Server (Prinicipal)

SIMATIC Fir die Installation auf einem Master-Server missen Sie weitere Einstellungen vornehmen,

Process Historian wW'enn zur Svstemkonfiguration ein Standby-Server gehart, Konfigurieren Sie nach der

Datenbank-Installation die Redundanz-Einstellungen.

ELELEEEELE PRI AT

" Installation auf dem Standby-Server (Mirrar)

Fir die Installation auf dem Standbey-Server Gbernimmt das Setup-Assiskent automatisch die
Master-Servers-Einstellungen.

Die Hardware-Konfiguration der beiden Server muss (bereinstimmen.

8. Select the option "Database recovery".
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9. Click "Next".

Process Historian D ase Installation Wizard

Erstellung siner Datenbank,

Geben Sie an, ob eine neue Datenbank erzeugh oder eine Datenbank aus den Datensicherungen wiederhergestellk werden sall,

" Ausgangsdatenbank anlegen

SIMATIC Eine Process Historian Datenbank wurde erzeugt. Geben Sie die Eigenschaften an. Mach Anlegen der
H : Datenbank kinnen Sie in der Process Hiskorian Management-konsole die Sicherungen zur
Process Historian ‘Wiederherstellung auswahlen.

LELEEETREEIALL LTI
* wiederherstellung siner Datenbank
Sie kdnnen nach einem Verzeichnis mit Datensicherungen zur Wiederherstellung suchen.
‘Wenn Sie diese Option wahlen, prift Process Historian, ob eine vollst&ndige Datensicherungs-kette mit

den bendtigten Datengruppen und Logdateien vorliegt, Die Datenbank wird in denselben Pfaden
erzeugt wie die originale Datenbank.,

10.Enter the path of the required database backup.
The database backup is checked to determine if it can be recovered.

Process Historian Database Installation Wizard

Datenbankwiederherstellung

‘Wahlen Sie einen PFad, in dem sich eine wiederherstellbare Datensicherungskette befindet,

Pfad:
SIMATIC ID \IRecoveryBackupsi20140531 _1800_HistarianSkarage D
Elpce= e |
LA LI EEEELESIITLEEIII Anzahl der Sicherungsdateien: 24
Letzte verfiighare Datensicherung: 02.07.2014 10:54:34
Datenbanknane: HistorianStorage

YWiedsrherstelung ist moglich.

11.Select the required backup.
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12.Click "Next".
Before recovery starts, a recovery overview of your information is displayed.

Ubersicht

[ Process Historian Database Installation Wizard H=] E3

Dies sind Ihre Einstellungen im Oberblick,

Uberprisfen Sie die Einstellungen und starten Sie den Installationsworgang.

SIMATIC
Process Historian

ELELEEEELE IS 17 Y

WWiederherstelungsibersicht
‘Wiederhergestelte Datenbank: Historianstorage'

30 Dakeien aus Yerzeichnis ' i\RecovervBackupsi20140703_1919_HistorianStorage' werden
verwendet,

Daturn der letzten Sicherung: '03.07.2014 19:32:18'

Verandern Sie wahrend der \Wiederherstellung keine Dateien aus dem verzeichnis,

Die Yerzeichnisstruktur der originalen Datenbank wird in die wiederhergestellte Datenbank Obertragen.
WWenn eine Datenbank desselben Mamens beskeht, wird diese entfernt. Sichern Sie daher betroffens
Datenbanken, um Datenverluste zu vermeiden,

Eine wiederherstellung isk nur moglich, wenn der Speicherplatz in den Ziglverzeichnissen ausreicht,
Die Wiederherstellung kann langer dauern.

=
‘forherige | Machste | Fertigstellenl

13.Check the information in the overview. If there is incorrect information in the overview, go
back with "Previous" the number of required steps and correct the information.
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14.1f all information is correct, click "Next".
Recovery of the database is now started.
The recovery progress is displayed.

Warten...

Die Dakenbank ist jetzt installiert, Profen Sie die Prokokolldate auf magliche Fehler, Sie kinnen
die Anwendung jetzt schlieFen.

Processed 0 pages for database Historianstorage’, file 'PH_algRTData_0_22" on file 1. ;I
Processed 0 pages for database ‘HistorianStorage’, File 'PH_TlgARTData_0_23" on File 1.
Processed 0 pages for database Historianstorage’, file 'PH_TIgRTCata_1_24' on file 1,
Processed 0 pages for database ‘HistorianStorage’, File 'PH_TIQCRTData_1_25' on File 1.
Processed 5 pages for database Historianstorage’, file 'PH_log' on file 1.

RESTORE LOG successfully processed 5 pages in 0,007 seconds (4,852 MB/sec),

03.07.2014 17:54:08 +00:00; Completion Finish restore

03.07.2014 17:54:09 +00:00; SqlInfoMessage  Met SqlClient Data Provider--

=RESTORE DATABASE successfully processed 0 pages in 1,743 seconds {0,000 ME/sec),
03.07.2014 17:54:09 +00:00; Completion

Database restored,

Reset Aggregation

Reset aggreqation succeeded!

Set general database settings

5-A-01-PH-01

Process Histarian wersion: %14.00.00,00_13.00.,00,52

Skart bime: 03.07.2014 19:54:10,17

Database properties succesful set ab 03,07.2014 19:54:10,94
Database recovery setting are removed, set it again when needed

Database SUCCESSFULLY restored

Siehe Protokolldated 'C:\ProgramDatat Siemens'LogsiProcessHistorian j
-

\CreateDatabaseErrors_20140703_1951 .log’ Fir weitere Infarmationen,
Schliefen

Successful completion of the database recovery is displayed at the end with the following
message:
"Database SUCCESSFULLY restored".

15.Close the database installation wizard with "Close".

16.You must shut down the computer and restart it for all services to be installed.
After restart, database backup is set to "Disable".

Result

You have successfully recovered a database.
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8.2 Segments Basics

This section contains basic information on the segment types used and on changing between
the segment types.

The following segment types are used:
® Runtime segments
® Archive segments

® Repository segments

Runtime segments

Runtime segments (RT segments) Runtime segments are segments which can be written and
are used for storing data. Each runtime segment has a sequential number, starting at 100 000.
Future runtime segments have the highest number.

RT segment Description

Future Runtime Segment (F-RTS) | Segmentation is colored blue in the dashboard.

Current Runtime Segment (F-RTS) | Segmentation is colored green in the dashboard.

Older Runtime Segment (O-RTS) Segmentation is colored gray in the dashboard.

Creation: The first time the Process Historian starts, the configured number of runtime
segments are created, see Segmentation dashboard.

Cyclic segmentation in operation:
1. A new future runtime segment is created.

2. If the configured number of runtime segments is available, the oldest runtime segment is
an archive segment.

Archive segments
It is not possible to write to archive segments.

Only archives segments can be saved and swapped out (set offline).

Archive seg- Description

ments

Non-com- The oldest runtime segment is an archive segment. Compression begins at this time,
pressed Ar- if it is enabled.

chive Segment | visible in the 'Backup/Restore' dashboard, top list 'Status' column = 'Online', 'Com-
(NC-AS) pressed' column = 'No'.

Compressed If compression is completed for a non-compressed archive segment, then this ar-
Archive Seg- chive is a compressed archive segment.

ment (C-AS) Visible in the 'Backup/Restore' dashboard, top list 'Status' column = 'Online', 'Com-
pressed' column = 'Yes'.

Past Archive These are created by the migration of the process data for the time period that was
Segment (P- prior to the commissioning of the Process Historian. These segments have a se-
AS) quential number lower than 100‘000 and normally include a period of one month.

The Migrator itself can write all archive segments.
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Saved Archive | Created after saving an archive segment, a backup file (backup file) is created there-
Segment by.

(S_AS) The date of the backup is shown in the 'Backup/Restore' dashboard', top list in the
'Backup created" column.

Offline (swap- | Created after the setting a saved archive segment offline. The data of this segment
ped out) Ar- are only in the backup file.

chive Segment | There is no data from this segment in the Process Historian database; only the in-

(O_AS) formation about a backup and the offline setting is available.
All segments in the '‘Backup/Restore' dashboard are included in the list below.
External Ar- Created by restoring (setting to online) a backup file for an offline archive segment.
chive Segment | The data is not stored in the Process Historian database, but rather in an external
database.

Visible in the 'Backup/Restore' dashboard, top list 'Status' column = 'External'.

Repository segments

Repository segments contain the data from time periods outside of the runtime segments. This
includes data for all types of archive segments, since it is no longer possible to write to these
segments.

These segments are created by the Database Installation Wizard when the Process Historian
database is created.

Subtype Description

CAL segment | Contains all data from time periods older than the oldest runtime segment.

This happens, for example, when an OS has not transfer data to the PH for a long
time, and then tries to catch up, and thereby sends data with a date outside the
runtime segments.

If values are stored in the CAL segment for an offline segment, this is indicated in the
'Backup/Restore' dashboard in the lower list where the 'New data' column = 'Yes'.

These offline segments must then be restored and backed up again. When you per-
form the backup, data from the CAL segment are entered in the backup file of the
archive segment.

CAL segment | Contains all data from time periods more recent than the most recent runtime seg-
ment. For the segmentation, the data are transferred from the CAU segment into the
latest future runtime segment, which has the same time period.

Example of the segment structure over time

130

Example:

The following is configured in the Segmentation dashboard:

e 1 future segment

® 5 runtime segments total, the future runtime segment is included here.
® The time range for 1 segment is 1 week

Automatic backup scheduling is enabled in the Backup/Restore dashboard:

® The number of delayed segments for offline has been set to 3.
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This means that the data is always saved for a time period of 7 (=5 - 1 + 3) weeks in the
Process Historian database.

Actions of the Process Historian system

A segmentation is performed at the end of each week (time period for 1 segment):

® A new future runtime segment is created.

e |[fthere are more than 5 runtime segments, the oldest runtime segment becomes an archive
segment.

Furthermore, there is a cyclical check to determine:
e \Whether an archive segment can be backed up.

® The oldest saved archive segment is set offline when the number of saved archive
segments is greater than the number of delayed segments to be set offline configured in
automatic backup.
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8.3 Aggregation

A large volume of raw data is generated during operation. Due to the very large volume of raw
data, processing a query from raw data can take a very long time.

To speed up processing of queries, aggregates are used.

The aggregates combine raw data and process this raw data together. The aggregates are
saved in the database and are available for further processing. Aggregation speeds up further
processing of the entire data volume. The additional computing time required to process the
aggregates is lower than that for processing queries based on raw data. Approximately 3% to
6% additional space is required in the database to save the aggregates.

Querying the aggregates

The aggregates are available in the database in addition to the raw data. Just like the raw data,
they can be called via WinCC or via the Information Server.

Aggregate methods

The following aggregates are used:

MIN Minimum value over a time interval

MAX Maximum value over a time interval

SUM Total value over a time interval

NUM Number of values of a time interval

INT Integral over a time interval

AVG Arithmetic average value over a time interval

WAV Weighted average value over a time interval

Aggregate intervals

Example

132

The aggregates are calculated for the following time intervals:
® 1 minute
® 1 hour

e 1day

For a query, the MAX value over a period of one month is to be calculated and displayed.

Calculation
Without aggregation:

With a raw data cycle of 1 second, the query is calculated from the following volume of raw
data:

60 (sec) x 60 (min) x 24 (h) x 30 (d) = 2,592,000 values
The query is calculated from 2,592,000 raw data items.
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With aggregation:
MAX (30 days)

The query is calculated from 30 aggregate time intervals.
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8.4

Firewall settings

During installation, the firewall settings for the locally installed Windows firewall are

automatically adjusted.

These ports must remain available if you need to use an additional firewall between the OS

server and Process Historian.

Make sure that firewall features that make checks at application level are adjusted, if
necessary. For example, the "RPC Filter" feature must be disabled for the SIEMENS

Application Firewall.

Firewall security settings

See also

134

Process Historian Server and PH-Ready require the following settings for operation:

Name Protocol Port
PH Discovery Services TCP 5048
PH Network Discovery UDP 137
PH Redundancy Services TCP 60000
PH WCF Message Queue Service TCP 60001
(Redundancy Maintenance Serv-

ice)

PH WCF Message Queue Service TCP 60002
(SQL Mirroring Setup)

PH WCF Message Queue Service TCP 60003
(Maintenance Service)

PH SQL-Mirroring Port (TCP) TCP 5022
PH SQL-Mirroring Port (UDP) UDP 5022
PH SQL-Server Monitor Port UbP 1434
PH SQL-Server Port TCP 3723
PH LLMNR-UDP-In UDP 5355
OPC UA Local Discovery Server TCP Any port
OPC UA Local Discovery Server TCP Any port
PH RPC for MSMQ TCP 135

Setting up Process Historian redundancy (Page 60)
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Integrating Process Historian in a domain

This section includes examples of and references to infrastructure management.

In the following example, a Process Historian is transferred from a workgroup to a domain.

Note
Process Historian is generally enabled for operation in a domain or workgroup.

Operation in a domain must be agreed upon with the domain administrator. In the case of user-
specific guidelines, remove the PC from the domain before you install Microsoft Message
Queuing and Microsoft SQL Server 2008 R2. Log on to the computer concerned locally with
administrator rights. Perform the installation. You can reassign the WinCC computer to the
domain once the installation is successfully completed.

Note however that domain group policies and restrictions in the domain may also hinder
operation. If these restrictions cannot be overcome, operate the WinCC computer in a
workgroup.

Integrating Process Historian: Procedure

You can use the Process Historian in workgroups or in domains:

® To operate a Process Historian in a workgroup, install the Process Historian as
administrator in this workgroup.

® To operate a Process Historian in a domain, install the Process Historian as administrator
in this domain.

Installation of the Process Historian

Preparation

The example below describes how to transfer the Process Historian to a domain once the
Process Historian has been installed in a workgroup.

Installation in a workgroup

Installation of the Process Historian in a workgroup is described in the FAQ "Installing and
Commissioning of Process Historian/ Information Server in a PCS 7 Environment":

® http://support.automation.siemens.com/WW/view/en/66579062 (http://
support.automation.siemens.com/WW/view/en/66579062)

For the login information of the services on the OS to remain the same, these services must
be operated by a domain or workgroup whose password is not changed. This includes the
following services:

® CCCAPHServer Service
® Process Historian Redundancy Service

® \Vitness server
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If the passwords are changed, however, the login information of these services must be
changed accordingly on the corresponding OS server; this server must then be restarted.

Note the following conditions:

® [f you integrate an OS system in a domain, you must register the domain user who logs on

in additional local groups.

e To simplify administration and installation, create a domain user as local administrator on
the OS server and the Process Historian.

® The domain user who is logged on to the operating system must not be the same user who
starts the CCCAPHServer service.

® The domain user who starts the CCCAPHServer service must have the appropriate
authorizations in the SQL Server of the Process Historian. Add this user to the local
administrator group of the OS system.

Configuration example
The example below shows the transfer of a workgroup installation to a domain installation. For
security reasons, the operating system login for the OS server and the Process Historian

should only have local user authorizations.

136

Process Historian,
Information Server,
Information Server Client
MS Server 2008 R2 64 Bit

=N PHO3
I
Terminal Bus
OS Single Station
Windows 7, 64 Bit
e ESOS03
s
Plant Bus
AS1 |
Name Comment
Domain pcs7sv.local
OS server ESOS03
Process Historian / Information PHO3 Process Historian and Information
Server Server are running on the same
physical PC
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Operating system login for OS serv-OSUserDom The login has local user authoriza-
er and Process Historian tions.

CCCAPHServer login for OS serverPHReadyUserETest  The login requires local administra-

tor authorization on the OS server.

Integrating ES/OS single station in a domain

In this example, an ES/OS single station is integrated in a domain. We are using the Windows
7 operating system in the 64-bit version for the description.

1.
2.

Open the "System Properties" window.

Click "Edit".
The "Changing the computer name or the domain" window opens.

3. Enter the name of the domain in the "Member of" text box of the domain option.

Enter domain user

Click "OK" to confirm the change.
The change is applied and the window is closed.

The domain user must be entered in the local SIMATIC HMI group and in the local administrator
group for the operating system login. Follow the steps below:

1.

AR

Open the "Computer Management" window.

Open the list of local groups.

Open the shortcut menu of the "SIMATIC HMI" user group.
Select the "Properties” of the "SIMATIC HMI" user group.

In the "Properties" window, click "Add".
The "Select user" window opens.

Click "Paths".
You are prompted to authenticate yourself for access to the domain in the "Windows
Security" window.

Enter your user name and your password in the text boxes. Confirm your entries.
A window containing the domain paths is opened.

Select the required domain path and confirm your selection.
A window for selection of users, computers, service accounts and groups opens.

In the text box, enter the OS user name you want to log on to the operating system on the
OS during runtime. Confirm your selection.

The selection window closes.

The "Properties" window of the "SIMATIC HMI" user group opens.

The new user has been added in the "Members" field.

10.Close the process with "OK".
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Local groups for the domain user

Also enter the domain user logged on to the operating system of the ES/OS single station as
described above in the following groups:

e User

e Siemens TIA Engineer

o SIMATIC NET

Then restart the ES/OS single station.

Configuring the CCCAPHServer service

138

The CCCAPHServer service must be started by a domain user. Follow the steps below:
1. Open the "Computer Management" window.

2. Navigate to "Services and Applications>Services".
The list of services is displayed.

3. Open the shortcut menu of the "CCCAPHServer" service.

4. Select "Properties".
The "CCCAPHServer Properties" windows opens.

5. Click the "Logon" tab.
6. Select the "This account" option.

7. Click "Browse".
The "Select user or service account" window opens.

8. Click "Paths".
A window containing the domain paths is opened.

9. Select the domain name under which the user who is to start the CCCAPHServer service
has been created.

10.Confirm your selection with "OK".
A window for selection of users, computers, service accounts and groups opens.

11.Enter the domain user in the text box and confirm your entry.
The "CCCAPHServer Properties" windows opens again.

12.Select the "This account" option.

13.Enter the password of the user in the text box and repeat your entry in the text box
underneath.

14.Click "OK" to close your input.
The windows are closed.
Result
A service window indicates the successful completion of the process.

Another service window indicates that the new entries will be activated with a restart of the
service.
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Restart
1. Open the Computer Management again.
2. Open the shortcut menu of the CCCAPHServer.

3. Select "Restart".
The CCCAPHServer service restarts.

The new entries have been applied.

Entering CCCAPHServer users
Enter the CCCAPHServer user in the local administrator group:
Open the "Computer Management" window.
Select "Local Users and Groups>Groups".
Open the shortcut menu of the "CCCAPHServer" user group.
Click "Properties".
The "Properties" window of the "CCCAPHServer" user group opens.

Click "Add".
The "Select user" window opens.

7. Click "Paths".
You are prompted to authenticate yourself for access to the domain in the "Windows
Security" window.

o a0k~ N~

8. Enter your user name and your password in the text boxes. Confirm your entries with "OK".
A window containing the domain paths is opened.

9. Select the required domain path and confirm your selection with "OK".
A window for selection of users, computers, service accounts and groups opens.

10.Enter the user name for the CCCAPHServer domain in the text box. Click "OK" to confirm
your entries.
The selection window closes.
The "Properties" window of the "CCCAPHServer" user group opens.
The new user has been added in the "Members" field.

11.Click "OK" to close the process.

Note
Domain user logon

The domain user must not be logged on to the OS operating system during runtime.
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Integrating OS server in a domain

The procedure is the same as for the ES/OS single station. Unlike with the ES/OS single
station, you also enter the domain user who is logged on to the operating system in the following
groups:

® User
e SIMATIC HMI
e SIMATIC NET

Integrating combined Process Historian / Information Server in a domain

To integrate a combined Process Historian/ Information Server in a domain, follow these steps:
1. Open the "System Properties" window.

2. Click "Edit".
The "Changing the computer name or the domain" window opens.

3. Enter the name of the domain in the "Member of" text box of the domain option.

4. Click "OK" to confirm your entries.
The change is applied and the window is closed.

Creating SQL Server login for domain user

140

We are using the Microsoft SQL Server 2008 R2 operating system in this example.

To create an SQL Server login for a domain user who is entered for a CCCAPHServer, follow
these steps:

1. Go to "Start > Microsoft SQL Server 2008 R2 > SQL Server Management Studio" and open
the SQL Server Management Studio.

Connect to the SQL instance "HISTORIAN" by clicking "Connect".
Within the SQL Server, navigate to the "Security\Logins" folder.
Click the "Logins" folder.

o~ 0D

Create a new login on the SQL Server for the domain user who also starts the
CCCAPHServer service on the OS.

Click "OK" to confirm your entries.
Open the "Login" shortcut menu.
Select "New Login".

Click "Browse" in the "Login Now" window.

> © ® N o

0.Click "Paths" in the "Select user or group" window.
You are prompted to authenticate yourself for access to the domain in the "Windows
Security" window.

11.Enter your user name and your password in the text boxes. Confirm with "OK".
A window containing the domain paths is opened.
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12.Select the required domain path. Confirm your selection with "OK".
A window for selection of users, computers, service accounts and groups opens.

13.Enter the user name in the input box. Click "OK" to confirm your entries.
The selection window closes.

Result:

The new user name is displayed in the "Login Now" window.

The new login is entered in the login list of the computer management.

Grant login authorizations
You grant the corresponding authorizations for the SQL Server login in the SQL Server.
1. To do so, open the properties of the newly created SQL Login.

2. Change to the "Server Roles" tab.
The "Login properties PCS7SV\PHReadyUserETest" window opens.

3. Change to the "User Mapping" tab.

4. Map all project databases to the new SQL Server login. Project databases start with
DB_Master_XY.

5. Select "public" and "db_owner" as "Database role membership".

6. Do the same for the databases "HistorianStorage", "ReportServer&HISTORIAN" and
"ReportServer&HISTORIANTempDB".

The Process Historian services are still started with "Local System".

Redundant Process Historian

1. Start the Process Historian Redundancy service with the new domain user.
Screenshot as example (temporary):

£ 1Process Historian Redundancy Service Provides services,.. Started Automatic I PHReadyUserETest@pcs sy, local |

2. An SQL login with corresponding user assignment must be created for the domain user on
the Process Historian server as well as on the Process Historian Witness.
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User authorizations on the Process Historian

1. The "OS UserDom" operating system login only has user authorization on the Process
Historian. This means the user cannot open the SQL Server Management Studio. The
database is therefore protected from manipulations using the SQL Server Management
Studio.

Microsoft*

2 SQL Server2008r2

Server type: IDatabase Engine j
Server name; |PHOMHISTORIAN |
Authentication: I\A-"indows Authentication j
User name: IPCS?SV\DSUserDDm j
Paszword: I
[" Remember pazsword
Connect | Cancel I Help | Optiong »>» |

.-"-_"\| Cannot conneck to PHOHISTORIARN.

" pdditional information:

Connect ko Server E3

‘s Login Failed for user 'PCS7SWy05UserDom’, (Microsoft SQL Server, Error: 184560

@ B 9

2. If the operating system login only has user authorization on the Process Historian, the
Process Historian Management console is not opened automatically at restart. A restart
with administrator authorization is necessary to open the Process Historian Management

console.

— Procedure:

142
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— Go to "Start > Siemens Automation > SIMATIC > Process Historian > Process Historian
Management Console".

| Greenshat ﬂ
, Maintenance

| Microsaft SQL Server 2005

| Microsaft SQL Server 2005 R2

| Microsoft SQL Server 2008 RZ Repart Builde

| Microsoft isual Studio 2003

, Siemens Automation

E Aukornation License Manager
% Security Controller
Dacumentation
SIMATIC
, Process Hiskarian
t‘i Discovery Service LI

L2 Process Data Migrator

&= Process Historian Service UL
| Produkt-Hirweise

; SIMATIC
. Startup
, Trend Micro OFficeSican Client

 WMware =

OSUserDom

Documents

Campuker

Metwork

Contral Panel

Devices and Printers

Adriniskrative Tools

Help and Support

Run...

L]

Back.

Windows Secority

I |Search programs and Files

@J Lo aff bl

— Right-click "Process Historian Management Console".

Open
Author
Open file location

drinistrakor
Qpen with, ..
Pin to Taskhar
Pin o Stark Menu

Restore previous versions

Send to r

Cuk
Copy

Hy/ Delete
! Rename

Properties

— Click "Start as administrator" in the shortcut menu. Authenticate yourself as

administrator.

3. To start the Process Historian Management console automatically after a restart, add the
domain user to the local administrator group.
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See also

http://support.automation.siemens.com/WW/view/en/66579062 (http://
support.automation.siemens.com/WW/view/en/66579062)
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